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Abstract : This paper describes a routing agorithm for
risk- scanning agents usng ant colony agorithm in P2P(peer-
to peer) network. Every peer in the P2P network is capable
of updating its routing tablein a red-time way , which enables
agents to dynamicaly and automatically sdect , acoording to
current traffic condition of the network, the globa optimal
traversd path. An adjusting mechanismis given to adjust the
routing table when peers join or leave. By means of exchan-
ging pheromone intendty of part of paths, the dgorithm pro-
vides agents with more choices as to which one to move and
avoids prematurey reaching loca optima path. And parame-
tersof the adgorithm are determined by lotsof smulation tes:
ting. And we d compare with other routing agorithms in
unstructured P2P network in the end.
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0 Introduction

arious risks exist in the P2P network , such as firewall

and gateway weaknesses, which challenges P2P gpplicar
tions for the sake of security. In order to avoid disastrous
damage caused by the security issues, we need to formulate a
mechanism for eva uating the risk in the P2P systems. How-
ever, due to the complication and the immengty of the P2P
network architecture, many problems exist as follows when
performing the risk eva uation:

Vulnerahility and weakness exigt at every hog on the
network , which may be utilized by theintruders. Thiskind of
intruson may not be detected by the angle host risk scanning
systems.

The data needed by the risk scanning sysem is dis
persed around the network , which leads to the dfficulties of
oollecting source data.

All these issues pose new requirementsto the risk eva uar
tion sysemin P2P network. These distributed risk eva uation
systems not only collect information about the di stributed col-
laborating intruson but a s have to process big amount of re-
a-time data. In this case, an dfective lution is to build up
an active P2P network based on the multi-agents.

P2P systems have become an area of active research and
development snce the popularity of online file-sharing service
as Gnutella™ and Napster'® . Security and performance!® are
the maor issuesin P2P systemsfor trusted and authenticated
repurce sharing and rea-time communication among a large
number of peers. P2P system such as Pastry!! and Chord'™®
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propose a scaable, distributed object location and routing
agorithm for wide-area peer to peer gpplications and pro-
actively move the data to reduce the d stance traveled by
messages in the network. Wang Dan et al'® have used
parameters such as interests and loca knowledge to inr
prove the over al performance of P2P network. Howev-
er, the syslems mentioned above are manly concerned
with developing an infrastructure based on message conr
munication between different peers. The Anthill frame-
work!™! uses agent technology to support the develop-
ment of the P2P sysems. Mobile agents or ants move
across the nodes in P2P network to accomplish distribu
ted tasks. Anthill use mobile agent mainly to disoover
and download resources. Currently , there are severa dif-
ferent architectures for P2P networks: Centralized, De-
centralized but Sructured and Decentraized and Unstruc
tured. For searching and scanning nodesin P2P network ,
there are severd methods, and they are mogtly for file
searching. However , few people has mentioned the agent
routing agorithm, in this pgper , we focus on the agent
routing agorithmin the unstructured network.

1 Framework of P2P Risk Assessment

Risk scanning for P2P network uses the manger-
agent architecture, which dividesal the nodesin the net-
work into three categories: risk evauating servers,
weakness scanning consoles and normal peers.

Risk evaluating servers communicate with al the
risk eval uating agents resding on dfferent nodes. A risk
evaluating agent is cgpable of managing some weakness
scanning devices. Predisdly, risk eva uating agents direct-
ly manage weakness scanning conles, which in turn
manage one or more scanning devices. After scanning de-
vicesfinishing its work , weakness scanning consoles di-
rectly report to the risk eva uating agents. Then the risk
evd uating serverscollect dl the risk scanning agents da
ta and create the risk report and take necessary measures
to manage the risks. Fg. 1 depicts al the above men-
tioned process.

From FHg.1, we see that asa whole the sysem have
two different agents: risk eva uating agent and weakness
scanning agent , whose definitionsis asfollows:

Risk evaluating agent Risk evaluating agent is static
agent , runs a some risk managing node in the P2P net-
work and control one or more weakness scanning consoles
in the network. Risk evaluating agent is created by the
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Fig.1 Famework o P2P Risk Asessment

weakness sanning console.

Weakness scanning agent Weakness scanning agent
is inteligent mohile agent (which is cdled wsa for
short) , capable of traveling through the autonomous do-
man and, acoording to the local agent security informar
tion, creating the scanning policy taken back to the
weakness scanning console. This pgper’ s main contribu-
tionis proposng an agent routing agorithm in P2P net-
work ugng ant colony agorithm.

2 Ant Colony Algorithm of Risk Scan-
ning Agent

2.1 Basic Principles of Ant Colony Algorithm

Ant colony agorithm is a kind of gmulated evolu
tion a gorithm based on the research on the ant colony’ s
behaviorsin the nature!® ®!. Although single ant’ s be-
havior may be too smple, but colony of these Smple ants
may behave in a complex way and complete intricate
tasks. Moreover , ants may responds to the change of en
vironment. For example, when encountering an obstade
in ther route, ants canfind optima detour route quickly.
People find that ant communicates with each other
through so-cadled pheromone matter to collaborate to
oover tasks.
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2.2 Ant Colony Algorithm in P2P Network

In this section, we discuss the route agorithm of
risk scanning agent in the P2P network usng above men-
tioned ant colony agorithm. By smulating ants routing
mechanism, at every nodein the P2P network , we create
aprobability-based distributed route table, in which the
probahilities of next hop of every posshle dedtination
node are recorded. The probability vaue is equivalent to
the pheromone intengty of ants. Every node in the P2P
network di spatches an agent (ant) periodicaly to collect
the information of link states and nodes. The target node
of detecting ant is sdected randomly. When reaching a
node, detecting ant will update the pheromone probabili-
ty of the record whose target node is the source node of
the detecting ant in order to increase the probahility of
sdecting the previous node and decrease that of other
nodes. Pheromone table is initidized to have an equd
probahility valuesfor sdecting every neighbor nodes, and
ants goes ahead by randomly sdecting a route according
to the pheromone table.

Let m be the amount of the risk scanning agentsin
the whole system, d; the distance between node i and j
and h (t) the amount of risk scanning agents at node i at
ingtant t, then

m = ian(t) (1)

LetT; (t) be amount of pheromone between node i
and j at ingtant t. When initializing, the pheromone va-
uesin every route are equa , supposeT; (0) = C (Cis
congant) . Agent k(1< k< m takes every hop according
to the pheromone of every route. Let ps (f) bethe prob-
ability of agent k movingfrom node i to node j. Based on
M. Dorigo’ sant colony agorithm™ | we assume thatn i
is the route vighility defined as heurigtic information of
moving from one node to another ,a the pheromone in-
tengty of the route,B the weight of heuristic information
(initialized acoording to the drcumstances) and V« the set
of nodes that agent k has scanned. Obvioudy, V«is dy-
namicaly updated.

rrn(t)r’mj]“/[jzrru OFmfl

0, Vk
When al the agentsfinish their scanning tasks nin-
dants dter the initidization, V(1< k< m) is rest and
put the current node into V« preparing for next travel.
The path L« that agent k has gone through can be recor-
ded and the shortest path Lmin =min{L«} (1<k<m).

Kk

pi () =
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Seen from above mentioned contents, if the agent
doesn’ t arrive, the pheromone intensty of route will be
diluted. Let 1-p be the dilutenessof pheromoneintens-
ty. When agent finishes one run of scanning, pheromone
intengty of every routeis adjusted conforming to the fol-
lowing formulas™ :

Ty (t+n) =@ () +AT ©)

ATi'Z AT.k 4
j kz j (4)

WhereAT § is the additiona pheromone intengty of
routefrom node i to j Ieft by agent k,AT; is the tota
addition of pheromone intensty of the route from node i
to j.

Q
Atk =9 L’
0, otherwise

if agent goes through the node i and j

(5

Where Qis a congtant representing the total phero-
mone intendty and L« is the path the agent has passed
through.

2.3 AvoidLocal Optimal Solution

For ant colony agorithm, the relative ratio between
Ty () (j#i,i=1,2, ,n may drectly afect the proba-
hility p; of moving from node i to j, thus dfecting the
quaity of the find solution. At the earlier stage of the
searching for the olution, pheromone intensty is dis
persed around the network. Along with the searching,
pheromone intengty will get together at some paths, and
accordingly the searching space is determined. The pre-
dominance of some pathsin termsof pheromone intengty
may result in loca optima lution and network conges
tion™. Now , we propose a way to avoiding loca opti-
ma lution by exchanging pheromone intengty of parts
of the paths.

Let pi, i=1,2, ,nbethe exchangng probahility
among the n nodes and r; the random variable subject to
the (0, 1) dstribution. if ri < pi, then randomly select
me pathsfrom the n- 1 paths which start from node i
to one of other n- 1 nodes. if ri > pi, nothing is
changed.

The exchanging probability pi is restricted to some
vaue (0. 15) . By exchang ng pheromoneintensity of part
of the paths, we change the distribution of T (t) , pro-
vide a wide choice of nodes for mohile agent and avoid
prematurely reaching local optima ol ution.

Volatility of pheromoneintensty afectsto some ex-
tend the distribution of pheromone. Note that the vaue
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of 0 somewhat determine the efectivenessof the ant colo-
ny agorithm. Usudly,p is supposed to be a congtant ,
and the volatility of every path is equa. Actudly, al
paths are not necessarily needed to be volatile. For exanr
ple, during a relative long interval &ter searching begins,
that pheromone intensty of every path doesn’ t decrease
will gpeed up the searching. The path of higherT (1) is
much more likely to be used to construct the solution.
Correspondingly , in order to avoid some paths gathering
too much pheromone intensty, such pathsis more volar
tile. Andp of these paths should be higher to prevent
from never being sdlected due to the inferiority of phero-
mone intensty. Pj (t) is computed acoording to the fol-
lowing formulae:

Pi() =1,t< ¢t (6)

k,Ti() € C, t> t

Pij (1) :{k’z,Tij(t) S Gt (7

Where 1- i (1) isthe volatility of pheromoneinten-
gty at ingtant t,t the earlier searchingtime, ki, ke (0,
1) .k >k , and Cislarger than the average of theT ; (1)
(1<j<n,j#i) and less than therr maximum.

When agentsfinish tour , pheromone intensty of ev-
ery path is adjusted according topi; (t) and 0 is part of
paths to change the pheromone di stribution.

2.4 Algorithm for New Node’ s Joins

Suppose that at ingtant t, node i neighbors on node
n, e, n, , nsand that the probabilitiesof agent K s
moving to node i are represented as piin (1), pin, (1),
pn, (0, (1<k<m). When the new node rjoin as
node it’ s new neghbor , the probahilitiesof al the agents
moving to al the neighboring nodes are needed to be up-
dated and the probahility of agents moving to new joining
nodeisa 9 initidized. The badcideaisthat decrease the
each probability of moving to each node currently in the
table by some part of itscurrent vaue, and set the prob-
ability of moving to new joining node to the sum of these
decreased probahilities. The lost part of each probahility
ispropostion to their originad value. But there are poss-
ble afterdfect isthat the new node’ s current probabilities
is higher than the fore highest node, and we don’ t be-
lieve it’ sthe nodein the best path for no reaon. S, we
decrease the divert probahilities of the other nodes, and
ensure that the highest node’ svaueis reserved, suppose

plon, () =
max{ pl.n, (0, pn (0, pin (0, pln (D)}

The route probahilities are updated in line with the

following formula
1100

0 (L- p(0) = [p5(0]°
(nLSansJ#nd) (8)
And the probahility of new joining node is computed

by:
n

p!‘,r(t) =

j =k
L
For example, suppose that node A has three negh-
boring nodes represented as B, C, D and the probahilities
of moving from node A to its neighboring nodes at some
ingant tare 0.1, 0.3 and 0. 6 respectively. And now,
new node Ejoins, the Fg 2 shows the probabilities be
fore Ejoin, and the Fg 3 shows the probahilities &ter E

join.

[ PG (- P )] (9

)+ pi() =1 (10)

0.1 0.3 0.6

Fig.2 The probabilities before Ejoin

0.01 0.09
Fig.3 The probabilitiesafter Ejoin

pio (1) isthe node for highest divert posshility ,
it' s value reserved. Acocording to (8) , we can get the
probability of agent k ater updating nodes B, Cand D at
Lmeingant t:

pke () = 0.1 = 0.01,
phc() = 0.3 = 0.09,

And the probability of new join node Eis:

phe( = (0.1- 0.1%) + (0.3- 0.3%) =0.3.
2.5 Algorithm for Node’ s Leave

Suppose that node i neighborson node ., ne, s,

,nsand that the probabilitiesof agent k are represented

as pin (0 ,pfn (0, pn (), ,pin () (Lsksm). ff
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one of the neighboring nodes, say node p, leaves the P2P
network , the probability of moving to node p will be set
0 to prevent any agent from moving to node p and conse-
quently probabilities of moving to other nodes will in-
crease by some amount propostion to ther current prob-
abilities. Note that the sum of the probahilities should d-
ways be 1. The probahilities of nodes neighboring on
node i are adjusted according to the following formula:
pia() =0 (11)

B () = B () + pla(y 2
2 pi.j (1)
(n€j<n (12)
Obvioudy,
AZpik,;(t) =1,
n<j<n (13)

For example, assume that node A has three negh-
bors represented as node B, Cand D and that the proba-
bilities of agent moving from node A to node B, C, and
Dare0.1, 0.3 and 0.6 regectivdy. And now, node D
leaves, then the probability of agent moving from node A
to D is st 0 and the probahilities of moving to node B
and C are updated asfollows:

p/k\D () =0

01
e () = 0.140.6 x - = 0,25
dic() =0.3+0.6x—23— - 075

0.1+0.3

The stuation is shown as following diagram, the
FHg.4 shows the probabilities before E leave, and the
FHg.5 shows the probabilities after Eleave.
2.6 Algorithm for the Whole Processes

Sep 1 Initidization

t= 0// tisthe time counter

M= 1//Misloop counter

Set maximal loop times Mmax , pi Qi (1) ;T4 (0) =
Todi ' @y =0for every pathfrom i to j.

Sep2 s=1
0.1 0.3 0.6

Fig.4 The probabilities before E leave
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025 0.75

Fig.5 The probabilitiesafter Eleave

Fork=1tom
Put the starting node of agent k to the st Vi«
Sep 3 Do while Vkis not full
s=s+1
Fori =0ton-1do
For k = 1to mdo
Sdect next node j acoording to (2) ;
Move agent k to node |, insert node j to
Vi, and adust (i, j) localy;
Sepd Fork=1tom
Digatch agent k to traverse the P2P network , conr
pute the distance L of agent k, find the shortest path and
adjust the globaly shortest path accordingly.
Sep 5 Based on the exchanging probahility pi , s
lect ome node s and randomly sdlect some paths whose
darting node is sand then exchange their pheromone in-

tensty
t=t+ n
M=M+ 1;

Set At to O for every path (i, j);
Sep 6 If (M< Mma) than
@to Sep 2

Hse output the shortest path.

End.
2.7 Complexity Analysis

Let N be the number of the nodesin the P2P net-
work , X the totd loop times, m the number of agents.
The complexity of dgorithm when initidizationis O( X x
m , the complexity of agents traverang the network is
O( X x mx N?) ,the complexity of updatingT ij (1) is O( X
x mx N°) , the complexity of exchanging pheromone in-
tendty is O(N?) , and the total complexity is O( X* X m
x N?).

3 Simulation Experiment

Every parameter’ s val ue can irfluence the éficency
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of agorithm. At present , the vaue of parametersonly be
received through a mass of experiments. This pgoer set
200 P2P nodes: A1, Az, As, ,Axo, the distance mar
trix of these nodes is generdized through random func-
tion. During the experiment , we et that there are Ku
nodesjoining and K. nodes leave the network , and the
(Ku + K2) nodes order israndom.
3.1 TheValue of the Volatility of Pheromone Inten-
sity: 1-p

The val ue of the volatility of pheromoneintensity (1
-P) influence the dgorithm’ s searching power and its
convergence rate:when the value of 1-p istoo large, the
path which is searched previoudy may be researched in
al probahility , the other way round, decreasng volatility
of pheromone intengty can heghten the agorithms ran-
dom and the power of globa search, but it will weaken
the dgorithm’ s convergence rate. Thispaper st the va-
ueof 1-pP through massof experiment.

The vaue of various parameters:

0=1.0,=5.0,p=0.1, m=10, pi=0.1,T4 (0)
=100,

Q=50, Mmax =490.

Thevaueofpisin{ 0.2,0.4,0.6,0.8} , there-
sult of the experiment isas Table 1.

Table 1 Thereslt o experiment with value o p

Optimization of the The dircle of
1-p . N[ .
scanning ring' s length the agorithm
0.8 9 446 1229
0.6 9 663 1343
0.4 9 531 1356
0.2 10 028 1587

Through the above table, the value of p is more lar-
ger , the postive feedback is more clearer , the random of
the route is more better, the agorithm’ s convergence
rate is more dower , reversdy, the vaue of p is more
smaler , the postive feedback is more clearer, the ram
dom of the routeis more bady, the agorithm’ s conver-
gence rate is more rapider , but it is easy result in loca
optima solution, the globa scan power is weaker. Conr
ddering the dgorithm’ s convergence rate and the avoid
local optima solution, this paper setp =0.4 findly.

3.2 The Value of the Scanning Agent’ s Number

The number of the mobile agent which generated by
sysemisan important parameter. If the quantity of the
agentsistoo less, the pheromone intensty which genera
ted by them can’ t make up the pheromone’ s volatilizar
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tion, it can’ t reflect the route’ s action. Reversdy, if the
quantity of the agentsis too more, it can’ t advance the
result’ s avalahility , and it will aggravate the network’ s
burthen. This dgorithm define the agents' number m
equa the number of the P2P nodes, when m agents back
the source nodes, this searching over.
3.3 The Values of 0 , B

We assume that N is the route vighility defined as
heuristic information of moving from one node to anoth-
er,stn; =1 dj, a isthe pheromone intendty of the
route,B isthe weight of heuristicinformation. The vaue
of o which is the expectation’ s didtation parameter re-
flects the intengty of the scanning agents apriority and
oorfirm. Its value is larger, and that an agent choosng
the shortcut in one local network is more possble. It can
quicken the pace of the constringency , but the random of
searching the best path is weak. the weight of heurigtic
information reflect the random of searching the best
path, the value is lager , the agents are more posshle to
choose theiterant path, that weaken the random in ther
searching, arise the loca optimal solution.

We st the parametersfollow :

Pp=0.4, m=10, pi=0.1,7;(0) =100,Q=50

ki =1, k =0.99, Mmax =490

After testing various combination of 0 , 3, the result
of the experiment is as Table 2.

Table 2 Thereaut o experiment with various
combination of o , B

o B Opti.m'za.ﬁion of the The drd.e of
scanning ring' s length the dgorithm
0.1 0.1 11 302 2054
0.5 20 10 653 1363
1.0 5.0 9873 1259
1.5 1.0 10 362 1464
10.0 10.0 12 347 2672

By choosing the properly combination of 0 andB , we
can receve the better results, and the drclesof the ago-
rithm are less than the others. Thispaper sets:00=1.00
=5.0.

3.4 The Value of the Total Pheromone Intensity

By the datd s andyss above, in the process of
agents routing, the dedding factor is the vaue of the
volatility of pheromoneintendty 1-p , the number of the
mohile agent m, the pheromone intendty of the routed ,
the weight of heurigtic information3. The vaue of the
totd pheromone intendty depends on the values of the

TANG Zhuo et d :A Routing Algorithm for Rsk-Scanning



above parameters.

When st

a=1.0,=5.0,p =0.4, m=10, pi=0.1,75 (0)
=100,

k=1, k=0.99, Mmax =490, we can st Q=50.
3.5 The Analysis of the Experiment’ s Result

We dmulate a P2P network which comprises 200
peers, the values of the parameters are:

0=1.0,=50,p=0.1, m=10, p=0.1,T4 (0)
=100,

k=1, k =0.99, Mmax =490

Whose valueis received by a mass of gmulation ex-
periments, and the above va ue can bring a better result.

By executing the agorithm 25 times, each node will
form a routing table, which is comparatively determi-
nate. Every agent moves in the network by this table,
and an optimal scanning circle will be shaped findly. The
result is: the best lengthis 9 781, the worst is 12 536,
and the average is 10 165.

About routing in ungtructured P2P network , there
are severd methods™ | for example: flooding, hetero-
geneous search , random worker and < on, the ant colo-
ny dgorithm can fit the red time and it can suit the dy-
namic network. We smulate these dgorithmsin C ar-
cumgtance, receive the following results:

1200
1000 +

800
600
400
200+

Executed times

0 L L L ' 1 ' L

t/s
—&— ant colony algorit —#— hm flooding search

—a&— random worker —@— heterog eneous search

Fig.6 Several routing algarithms ef iciency in
ungructured P2P network

4 Conclusion

The complication and the immengty of P2P network
architecture are hig chalenges to the mobile agent-based
risk evaluation sysems. This pagper proposes a mohile
agent route a gorithm based on the well known ant colo-
ny agorithm. When agents eva uate the risk of the P2P
network , risk scanning agents can dynamically and inde-
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pendently choose the optima traveling route.

At present , the route mechanism based on the ant
oolony agorithm il needs more attention. In future,
we will study the propertiesof risk evauationin the P2P
network to improve the ant colony based route mecha
nism.

Ref erences

[1] Angdo Sotira. What is Gautdla [ BB/ OL ]. [ 2006-01-12].
http:// www. gnutella. com.

[2] Hoover . What is Napster ? —A Word Ddfinition from the
Webopedia Computer [ BB/ OL ]. [ 2006-01-12]. http://
www. -webopedia. com TERM/ N/ Napster. html.

[3] Ron C Koren. Sream Theory Completes Merger with Enr
deavors Techrology [ BB/OL ]. [20050519]. http://
www. endeavors. com.

[4] Antony | T, Rowstron, Druschd P. Pastry: Scaable, De-
centraized Object Location, and Routing for Large Sade
Peer-to- Peer Systems [ C]// Proceedings of the | FI P/ ACM
I nternational Conf erence on Distributed Systems Platf orms.
Heideberg, Nov. 2001.

[6] Soisal. Chord: A Scdable Peer-to-peer Lookup Protocol for
Internet Applications [ C]// Proceedings of the | FI P/ ACM
I nternational Conf erence on Distributed Systems Platf orms.
Heidd berg, San Diego, CA , 2001 :149-160.

[6] Wang Dan. A Resource Disovery Modd Based on Multi-
Agent Techrology in P2P System [ C]// Proceedings of the
| EEE/ WIC/ ACM International Conference on Intelligent
Agent Technology . Bejing, China, September 20-24 , 2004.

[7] Pang Xiaolin, Catania Barbara, Tan KianLee. Securing
Your Data in Agent-Based P2P Systems [C]// Proceedings
of the Eighth International Conf erence on Database Systems
for Advanced Applications. Kyoto, Jgoan, March 26-28,
2003.

[8] Colom A, Dorigo M, Maniezzo V. Distributed Optimization
by Ant Colonies [C]// Proceeding of The First European
Conf erence Artificial Life, 1991 ,1(5) :134-142.

[9] Dorigp M, Maniezzo V , Colomi A. The Ant System; Opti-
mization by A Colony of Cooperating Agents [J]. |EEE
Transaction on System, 1996 ,26(1) :1-26.

[10] Dorigo M, GambarddlaL M. Ant Colony System: A Coop-
erative L earning Approach to the Traveling Sdesman Problem
[J]. | EEE Transaction on Evolutionary Computing 1997 ,1
(1) :5356.

[11] Colomi A, Dorigo M, Maniezzo V. An Investigation of Some
Properties of an® Ant Algorithm” [C]// Proceeding of the
Parallel Problem Solving from Nature Conference. Brus
s, Bdgium: Esevier Publishing, 1992 :509-520.

[12] Dorigp M, Cargo GD, GambarddlaL M. Ant Algorithm
for Distributed Discrete Optimization [ R]. Technicad Re
port 9810 IRIDIA , Univergty Libre de Brexdles, 1998.

[13] Bao Xiugwo, Fang Binxing, Hu Mingzhen, et al. Heteroge
neous Search in Unstructured Peer-to- Peer Networks [J].
| EEE Distributed System Online 2005 ,6(2) :1541-4922.

O

1103



