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Abstract : The secure interaction among multiple security
domainsis a mgor concern. In this paper, we highlight the
issues of secure interoperahility among multiple security do-
mains operating under the widdy accepted Role Based Access
Control (RBAC) modd. We propose a modd called CRBAC
that eadly establishes a globa policy for roles mapping among
multiple security domains. Our modd is based on an exten-
gon of the RBAC modd. Als, multiple security domains
were composed to one abstract security domain. Al rolesin
the multiple domains are trandated to permissons of rolesin
the abstract security domain. These permissons keep thers
hierarchies. The roles in the abstract security domain imple-
ment roles mgpping anong the multiple security domains.
Then, authorized users of any security doman can transpar-
ently access resources in the multiple domains.

Key words: RBAC(role based access control) ; federated;
multi-domain

CLC number: TP 305

Received date: 2006-05 15

Foundation item: Supported by the Nationd Naturd Sdence Foun
dation of China(60403027) , the Natural Sdence Foundation of Hubel
Province(2005ABA258) and the Open Foundation of Sate Key L abo-
ratory of Software Engineering(SKL SE05-07)

Biography: YU Guangcan(1974) , mde, Ph.D. canddate, research
drection: distributed system security. E mail :xgygcan @om. com

1 To whom correspondence should be addressed. Email : zdu @hust.
edu.cn

1688

0 Introduction

ur model , which called Centraized role based access
control (CRBAC) mode , was motivated by the problem
of controlling access to resources in federation environments.
In afederation environment , multiple organizations or entities
rely on athird party to administer trust relationships and work
together to achieve a common god. Security problem is mag
nified in the federation environment where di stributed multiple
organizations, each employing itsown security policy , intero-
perate with each other . We use the term security domain
to refer to the organization employing its own security policy ,
and assume that the security policy is role-Based access control
(RBAC) modd®*1.
Let’ s condder the scenario when three security domans
A, B and Cin the federation environment desre to interoper-
ate securely. The three security domains respectively manage
and control sedfic reources. If a user wantsto achieve atask
which needs to access resources di stributed in the three securi-
ty domains, he (she) must be authenticated three timesin the
three security domains, and in each security domain he(she)
should be assgned to some roles regpectively in order to obtain
the permissons of accessng particular reources. Let the
number of security domainsis n, the smilar operations must
be done ntimes. This makesit very difficult as for usersto
achieve ther tasks and for resourcesin security domains to be
properly controlled.
In order to slve the problem, we propose a centralized
role-based access control mode which is based on an extengon
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of the RBAC modd. Inour mode's, multiple security do-
mans were composed to one abstract security doman
which implements roles mapping among different security
domains. Then, users can trangparently access resources
digributed in dfferent security domains. We name the
abstract security doman as the compodte domain, and
we a0 name the multiple security domains as the badc
domain.

1 Basic Concepts and Principle of
CRBAC Model

In practice, if a bagc domain wants to shareitsown
resources and attains the cagpability of accessng resources
of other basc domans, it provides its own roles to the
composte doman. Of course, basc domans can provide
part or al of ther rolesto the compodte doman, accord
ing to security polides of dfferent badc domans. Ac
cording to the demands of dl basc domans, a globd
mapping policy is needed. The globa mapping policy sets
up relations among roles of different basc domans. Us
ers can access resources distributed in multiple bagc do-
mans to achieve edid tasks. The globa mapping policy
is used to build acomposte doman. Inthe composte do-
man, eements in permissons st are made up of roles
provided by dfferent basc domans. Inother words, per-
missons asdgned to roles of the composte domain are
roles coming from different basc domains.

In the paper , we cdl the roles, coming from basc
domains and treated as permissons which assgned to a
role r of the composte doman, as sub-roles of role r.
S, rolesof the compogte domainimplement thefunction
of roles mapping among multiple basc domans. For ex-
ample, Fgure 1 givesthe role hierarchy reationsof three
basc domans A, B and C. The three basc domans
make up the composte doman M. Supposethat the three
basc domains provide al of ther roles to the composte
doman in order to implement the maximal interoperabili-
ty, 20 the permissons st of the composte domain M is
{A1,A2,As,As,B1,B2,Bs,Bs, G, C,G}. If permis
gons A1, B2 and G are asdgned to role r of M, then
among roles A: , Bz and G coming from basc domains A,
B and C regectively exis mapping relation. The map-
ping relation is inheritable. Because r of M has defined
mapping relation among roles A1, Bz and G , then roles
Az ,As and As which dominate role A: in the badc do-
man A can be mapped to roles B> and G.. Smilarly,
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roles Bz and B4 of B can be mapped to roles A1 and G.
Al, and role G of Ccan be mapped to roles A: and
B2. But these mapping relations aren’ t trangtive. If per-
misgons A: and Bz are asigned to role r of M, thus i
defines a mapping relation between Roles A: and B.. If
permisgons A1 and G are asigned to role r. of M, then
r. defines a mapping relation between A: and G. Be
cause mapping relations aren’ t trangtive, thereis not any
mapping relation between roles G and B:.

Permisgons st of the composte domain is made up
of roles of basc domains, and there are hierarchy rela
tions among roles of basc domans, 2 therea o isa hi-
erarchy relation among permissons of the composte do-
man. This hierarchy relation is defined as PH. Permis
gons hierarchy relation of the composte domanis decd
ed by roles hierarchy relationsof basc domans. Fgure 1
a9 shows permissons hierarchy relation of the compos
ite domain M. Let’ s suppose that permissons A: , Bz and
G areassgned to role rof M. FHgure 2illustrates the re-
lation between the composite domain and basc domans.

The new characterigtic of permissons in the conr
podte doman brings forward new demands on permis
gorrrole asigning. Inthefollowing, we present some of
rulesin our CRBAC modd.

Riel Theamount of permissonsassgned to arole
mugt be two or more. The role which only hasone permi s

Basic domain 4 Basic domain B Basic domain C

Fig.1 Rde hierarchies d basic domains
Note: Permisson hierarchies of the composte domain
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Fig.2 The composite domain M
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gon is meaningless because it can not implement the func-
tion of mapping among roles of dfferent basc domains.

Rue?2 The sub-rolesof any role of the composte
domain must come from different basc domans. In other
words, no more than two sub-roles come from the same
basc doman. This rule is easly understood because
there is no mapping relation among rolesof the same bas
ic domain. For example, the sub-roles of role r can be
{A1,B2,G}, and can d 0 be { A1, B2}, but { A1, Az,
B2} is not alowed. The mapping relation between roles
A1 and Az is meaningless.

Rule3 If sub-rolesof multiple rolesof the compos
ite domain contain two or more roles which come from
the same basc domains, the roles of dfferent basc do-
mains have the smilar hierarchy relation. For example,
the sub-roles of two roles . and r. of the composte do-
man are { Am,Bp} and { An,Bq} regectively, Amand An
ocome from the badc domain A, Bp and Bq come from B,
roles Am and An of the basc doman A have the amilar
hierarchy relation as roles B, and Bq of the basc doman
B. The rule prevents the following dtuation from hap-
pening: Subrrolesof riis{Az,Bs} , and sub-rolesof r2is
{As,Bs}. Role As of the badc domain A is explidtly
mapped to role Bs of the basc domain B by role r2 of the
compodte domain, and A4 isimplidtly mapped to Bz in-
herent from A2. S role As can be mapped to both Bs
and Ba , thus may break the security policy of the basc
domain B and is not dlowed. Thisrule as preventsthe
following dtuation: Sub-rolesof riis{ Az,B1} , and sub-
roleof r2is{A1,B2}. Thisisobvioudy illogca.

Rule 4: The subrroles of rolesin the composte do-
man can not contain each other. This means the follow-
ing gtuation can not happen, sub-roles of r and r. are
{A1,B2} and{ A1,B2, G} regectivdy, { Ar,B2} S{ A1,
B2, G} . Because mapping relation among A1 ,Bz2 and G
have been set up by role r. aready , the mapping relation
between A1 and B2 set up by role ri is repeatedy built.

Usersof the composte domain are made up of users
of basc domans. The compodte domain is an abstract
security domain. It has no users, and doesn’ t have the
regpongbility of authenticating users identity. Basc do-
ma ns authenticate ther own users identity and maintan
their users$ information. In the composte domain, where
sub-roles are assgned to roles as permissons, uses as
dgned to roles are made up of the users assgned to the
sub-roles come from dfferent basc domains. Let us sup-
pose that the subrrolesof role . of the compogte domain
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are { B1, A2}, and users sts{ Rose, Tom} and{Jerry,
Marry} are assgned to roles B: and Az of basc domans B
and A regectivdy. Then users s=t{ Rose, Tom, Jerry,
Marry}are implicitly assgned to role ..

The hierarchy relation among roles of the composgte
domain is determined by the hierarchy reation among
permissons. In other words, when permissons are as
dgned to roles, the hierarchy relation among rolesis de-
termined following two rules.

Rule 5: If every sub-role of one roleis dominated by
a subrrole of another role, we think that there exists a
hierarchy relation between the two roles, and the latter
dominates the former. Suppose that sub-roles of . are
{A1,B2}, sub-rolesof r. are{ A2,B2,G} , according to
Hg.l, A22Arand B3 2Bz, 0 r2 > n1.

Rule 6: If the relation rule 5 defined dorit exist be-
tween two roles, and then the two roles are not compara
ble. And thereisrit any role hierarchy relation between
them. Suppose that sub-roles of r are { A1, B2}, sub
rolesof rare{A1,G} , 9 nrnand r2 are not comparable.

2 The CRBAC Model Definition

The CRBAC modd is based on an extengon of the
RBAC modd. And the RBAC mode isafamily of refer-
ence model's, composed of base mode RBAGo , role hier-
archies modd RBAC:, condrants modd RBAC: and
oonvlidate modd RBAG:, and RBAG,, RBAC:. and
RBAC: can be treated as eddizations of RBAGs. In
fact , we extend RBAGs to the CRBAC modd .

Hypothes's: There are n basc domains Di (i [1,
n]) , dl basc domans adopt RBAC nmodd as ther access
control policy , correpondng role setsare DRi (i [1,n]).

Deinition 1 CRBAC modd is made up of the fol-
lowing components:

U(Users) , R(Roles) , S(Sesdons) .

P(Permisdons) , PS _ DR, DRiisa role st of
the basc domain Di.

PH (permisson hierarchy) , PH c _DRiH,DRH

CDRi xDR;i , isapartid order on DRi , corresponding to
role hierarchy RH of RBAC: , 90 PH isd % apartia or-
der on P, written as >.

PA CPx R, a many to many permisson to role as
dgnment relation, the assgnment relation must satisy
the following conditions:
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Vr R,# P >1, P ispermisson st of role r,

Vpi Pand pp DRm,DRmisthe role st of the
basc domain which pi comesfrom, Vr R,if p Pr,

P: isthe permisson st of role r, there does not exist a
permisson pj Prand pj DRm,i#]|.

Vim,m R, P, P arepermisson €tsof rm,rnm
repectivey. if I3pm P ,pw P, pm, px  DRx,
and 4pw P ,py P, pmw,py DRy,DRx and
DRy are any two role sts of basc domans, then partid
order between pmx and pw IS the same as partid order
between pmy and pr .

Vim,tan R, P P, P and P are permisson
Ftsof role rmand rn reectively.

UA CU X R, a many to many user to role assgnm
ment relation.

RH SRX R, isapartia order on Rcaled role hier-
archy , written as > , the partia order is defined by the
following condtions:

Vp P ,dp P ,P_and P are permisson
Ftsof role rmand rn reectivey ,pj 2 pi , then rn 2 rm.

User:S -U, afunction mgoping each sesson s to
the dngle user user(s).

Roles: S -2%, afunction mapping each sesson s to
a et of rolesroles(s) , and roles(s) <{ A7 21| [ ((us
er(s),r) UA]}, and sesson s possess the permissons

r roles(g){pl Ell"<r)[(p,r") PA]}

Congrants: Our CRBAC mode inherits dl con-
sraints of RBAC modd®*. Congraints of basc do-
mans are prerequiste congraints of the composte do-
man. That means condraints of the compodte doman
can not break congtraints of basc domains, this requires
that roles of basc domains together with correspondng
congrants are submitted to the composte domain. S,
CRBAC modd ocontains two portions of constrans: one
portion correponds constrants of badc domans, the
other defines new globa constrains. The definition of the
latter is the same as RBAC.

3 Anaysis and Comparison with
Related Models

In this section, CRBAC modd will be andyzed in
detal and compared with related models.

Some researches have been done with regect to s
cure interoperahility between different security domans.
In Ref. [5] and Ref. [6], a multi-doman interoperable
access control model caled IRBAC2000 has been pro-
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posed. The role trandation policies which trander roles
of foreign domainsto rolesof theloca domaininclude de-
fault policy , explidt policy and partidly explidt policy.
Multi-domain interoperability was achieved through role
mapping. When a user of one security domain triesto ac
cess resources of other security domains, one doman
boundary must be crossed. Thiswas caled doman cross
ing. Multiple doman crossngs can be a security hazard
because it may alow irfiltration and covert promotion. In
IRBAC2000 modd , these problems are not properly
9l ved.

XML-based accesscontrol policy edfication lan-
guage(X-RBAC) 1"*! extends RBAC modd and provides
access control at the dement-level granularity of XML
urces. A framework isproposed which describes secur-
ity policy mapping among multiple security domains. But
it does not propose a concrete method to map one security
policy to another. In other words, X-RBAC modd only
provides a container which contans security policy map-
ping among multiple security domains, but how security
policy of one security domainis mapped to another is not
provided.

Like IRBAC2000, the digtributed role-based access
control for dynamic codition environments ( DR-
BAQ)™ | is do a multi-doman interoperable access
oontrol model. The difference is that a credible center is
avalablein CRBAC, IRBAC2000 and X-RBAC, but the
credible center isn' t avalablein DRBAC. The character-
igic in dynamic codlition environments is that multiple
organizations want to implement interoperability , but the
credible authorization center is not acquirable. The roles
defined in one security domain can be trangtively as
dgned to roles of other domains. DRBAC modd mainly
lves complicated credible and monitor problem.

X-RBAC modd proposes a framework to describe
security policy mapping among multiple domains. The
framework can be goplied to both loosdy coupled and
federated multi-domain environments. In fact, the CR-
BAC modd is proposed for federated multi-doman envi-
ronments, and the IRBAC2000 and DRBAC mode s are
suitable for loosdy coupled multi-domain environments.
If the four modd's are asamilated to UML eement , the
relation of the four models can be expressed by Hg. 3.
We may pay edd attention that X- RBAC proposes a
descriptive framework but if does not propose a concrete
method to map one security policy to another.

After the composte modd is built according to CR-
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X RBAC
interface interface
Loosely coupled Federated

R 3

1 |
|
[iRBAC2000] [ DRBAC ]

Fig.3 Rdation among X RBAC |RBAC DRBAC CRBAC modd

BAC model , when users o basic domains want to access
resour ces distributed in other domains, what they need to
do isto active proper roles of the composte doman. All
interoperable operations are accomplished through roles
of the composte domain. Possble fraudulent operations
of badc domans are prevented. The irfiltration and cov-
ert promotion mentioned above are a9 prevented. And
most importantly , interoperahility of any number of basc
domainsisposshle.

4 Conclusion

In this pagper , we proposed a new model in order to
achieve interoperability among multiple basc domains.
The mode provides a mechanism which lead users trans
parently access resources that are distributed in different
basc domains. The most importantly , the mode itsdf is
compatible with RBAC modd and can be ingtantiated
based on the existing security system which has aready
implemented RBAC modd. The CRBAC modd is suit-
able to be applied to federated multi-domain environ-
ments.

Asafuture work , weve planed to continue our re-
searches on security context between basc domans and
the composte doman. The CRBAC modd is highly cen
traized. And the composte doman gpparently becomes
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the bottleneck of the integration system, digersng the
functions of the compodte doman remans to be re-
searched.
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