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Abstract : The concept and definition of trust degree of
Web serviceis given. Evduating trust degree of Web services
with the method of neural network from the aspect of trust
history sequence is proposed. The principle of the method,
applicable neurd network structure, neura network construc-
ting, input standardization, traning sample constructing , and
the procedure of evaluating trust degree of Web services with
traned neura network are described. Experiments show that
it is feasble and efective to evduate trust degree of Web
Service with neura network.
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0 Introduction

Web serviceisa software system desgned to support in-

teroperable machine-to- machine interaction over a net-
work. It isan abstract notion that must be implemented by a
provider agent™ . With the widespread proliferation of Web
services, how to sdect a trustable Web service has become a
cruda problem of Web services requester. S requester agent
must correctly eval uate Web services and select the appropriate
one to use. We define the result from eva uation of Web serv-
ice as Web service trust degree. It means the grade that the
requester trugts of the Web service. Some works have been
developed to slve this problem?®!. However , the method
used is both ingficent and unwise. In this paper , we propose
aninteligent , feagble and dfective method based on neurd
network to evaluate trust degree of Web service. S far aswe
know , it isan initiation.

Trust degree can be obtaned from experience of transac-
tion with the Web service of requester or from recommenda
tion of others. The trust degree obtained from experience of
requester is surveyed for the following reasons:

o Trust is context pedfic and multi-faced® . Acoord-
ingy, requester would be more interested in his or her own
experience;

* In Dme cases, requester must monitor the trust degree
of Web services continualy'™ . S the experience of requester
own can describe the trust degree of Web service exactly.

e Trust degree drectly obtained from experience of re-
quester is the foundation of Web services trust degree recomr
mendation.

The experience of requester exchanging with Web serv
ices makes a Web services trugt history sequence. From the
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sequence, trust degree that completely reflects the trust
gatusof Web service can be gained by means of model
identification. As artificia neural network has the ahility
of modd identifying'® , we can gpply it to evaluate trust
degree of Web service from trugt history sequence.

1 Trust Degree of Web Service

Trust management was proposed to slve the au
thorization problem in decentraized environment where
identifying strange requester isimpossble, but traditional
security mode s assume that system can identify requester
dfectively’’ ® . In Web services, requester faces the
problem how to sdlect strange Web service.

In order to get the function of service, requester
agent often has to send sengtive data to Web service.
From the viewpoint of requester, trust degree of Web
service should indude security, privacy and QoS®.
These concepts have ome overlap!™® | o we get the
man agects to define trust degree of Web service that is
show in the following:

e Avalahility: Whether the Web service is present
or ready for immediate use.

* Integrity: How the Web service maintains the
oorrectness of the interaction in regpect to the ource.

» Corfidentidity: Only authorized people or sys
tems can access protected data.

* Privacy: Data of requester should not be dis
closed to other people or sysems without the permisson
of the requester.

 Performance: Measured in terms of throughput
and latency.

Deinition 1  Trust degree of Web service is the
generd edtimation of avalahility , integrity , confidentiai-
ty, privacy , and performance of Web service. It can be
described with the product of these aects as Eq. (1) .

t=axixcxvxp (1)

Meanings of theses symhols are ligedin the Table 1.

Table 1 Meaning and value range  Symbd

Symbol Meaning Range
t Trust degree [0, 1]
a Availahility Oor1l
i Integrity Oorl
c Corfidentidity Oor1l
v Privacy Oorl
p Performance [0,1]
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Ddinition 1 is used to caculate trust degree of one
transaction between requester and Web service. In the
experiments presented in Section 6, Eq. (1) will be used
to caculate trust degree of web service.

2 Principle of Trust Degree Evaluation
with Neural Network

Let thereisatrust history sequence A, A= (a , &,

,an) , a isthe trust degree of the ith exchanging be-
tween requester and Web service. It can be calculated by
Eq. (1). Let thereis a complex system S that can pro-
duce a trust degree Tfrom A. Let’ s denoteit as T=
S(A) . Inorder to evaluate trust degree T from A with
neural network, a neura network (N) must be de
dgned. Let’ sdenoteit as T = N(A). Inorder to make
sure that the output of neural network meets the require-

‘;(T - T2 <e should be hold. € denotes

a smal podtive number as needed.
The principle of trust degree evauation with neura
network is shownin Hg. 1.
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Fig.1 PFrinciple o trust degree evaluating with neural network

The constructing procedure of N isfollowing:

Sepl Get asetof input and output of Sastran
ing samples;

Sep2 Dedgn a N and train it with the traning
samples;

Sep 3 If the predson of N satidies the require
ment , congtructing is end, otherwise do step 2 agan.

The neurd network that can evaluate trust degree
from Web services trust history sequence should be a
multi-input and one-output neura network with model
identifying ability. BP neura network can be gpplied for
thispurpose™!. The structure of BP neura network is
shown as Fg. 2.

In neurd network , every node has multiple inputs and
one output. The relationship of input and output can be

denoted withformula. y = f( _Zwixi -0). yisoutput. f
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Fig.2 BPneural network gructure

is dfect function. 8 is threshold. w; is the connection
weght of the ithinput. x isthe ithinput. nis the count
of input of the node. The neura network caculates from
thein layer to the out layer. Theoutput of out layer isthe
output of the neurd network. f can be sdected within
threshold function , line function and S style function, e. g.
hardim, purdin, tandg, etc™. The number of layers,
number of nodes,w and® can be sdected through experi-
ment.

The number of input k presents the length of trust
higtory sequence which neurd network can ded with. In
order to baance between predigon and efidency , k can not
be too big. Because kislimited and n, length of trugt his-
tory sequence A, is ot limited, A should be standardized.

3 Input Standardization

Deinetion 2 Trust history sequence A is a history
record of trust degree of Web service which the requester
hastrade with. It can be denoted with an orderly ntuple,
A=(a, @, , a), aisthetrus degree of the ith
transaction between requester and Web service.

Deinetion 3 Active trust history sequenceisthe re-
cent trust history sequence. It can be denoted with an or-
dered mtuple. Let A= (a, a, , &), then B =
(@n-m+1, @o-m+2, , a).Let’smoteitasB= (A,m

Deinetion 4 Condrictive trust history sequence is
the subsection average of active trust history sequence.
Let B=(h, b, , bw) ,thencondrictivetrust history
sequence of Bis C=(a,e, ,a). Let’snoteitasC=

(B,K . kisthe number of input of neurd network.
iy
Let s= K

S
Whenixs<m, ¢ :‘J; Zb((i.l).s+j)
j

1304

1

Whenixs>m, g = h
j=(

Z b, risarithmetic
A

compliant of mand k.

In order to evauate trust degree with neura net-
work , requester must record the active trugt history s
quence B at leadt.

4 Training Sample Constructing and
Neural Network Training

There are two sourcesto get traning sample. Oneis
the real trust history of Web service, and another is the
one which is peddly desgned. The procedure of getting
traning sample from real Web service is shown as fol-
lows:

Sep 1l Get trust history sequence A of Web ervice
X,

Sep 2 Make active trugt history sequences B from
A, B= (A,m;

Sep 3 Make condrictive trugt history sequence C
fromB,C= (B,K ;

Sep4 Cand T, the given trust degree of Web
service x, can make a traning sample, (C, T).

The samples obtaned from Web service make the
result of neural network close to the actua trust degree.
The samples sedadly desgned can lead output of the
neural network to puniness or encourage ome action
modd .

The procedure of desgning spedd sampleisto con-
gruct trust history sequence acoording to k, the number
of input of neural network , and to give a trust degree.

5 Trust Degree Evaluation

If thereisatraned neural network , the trust degree
eva uation is very smple. The procedure is shown as the
following:

Sep 1l Get thetrust history sequence A;

Sep2 Make active trust hisory sequence B from
AB= (A m;

Sep 3 Make condrictive trugt history sequence C
fromB,C= (B,K ;

Sep4 Usgng Casinput of neurd network, the
output of neura network istrust degree.

From the procedure we can see that the complexity
of time evaluating trust degree with trained neura net-
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work is O(K) .

6 Experiments

In order to eva uate the efect of the method proposed
in this page, we developed three data storage Web ervices
and a dient agent on Microoft dot Net platform. Thefirst
one of the Web services acts on a random trugt degree by
dropping service request randomly. The second one drops
service request periodcdly with little random. The third
one periodcaly drops service request conmpletely.

Client agent requests these data storage Web serv-
ices to store datafor it separatdy , and check the data sta
tus randomly!® . Check results are calculated by Eq. (1) .
Thefirst 300 check results are used to tran the neurd
network. Then the trained neurad network was used to
evd uate the trust degree of Web servicein the next inter-
actions. The eva uating results are presented in FHg. 3.
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Fig.3 Result d neural network evaluating
(a) Web service actson a random trust degree;
(b) Web service actson a periodicaly trust degree with little random;;
(c) Web service actson a periodicaly trust degree;
— Theactud trust degree; — thetrust degree evauated with neu-
rd network

In Fg. 3(a) , we can see that neura network can
hardy evauate trust degree of Web service acting on a
random trust degree. In Fg.3(b) and Fg.3(c) , we can
see that neura network can idedly eva uate the trust de-
gree of Web services acting on alittle random trust degree
and exactly evaluate trust degree of Web services acting
on aperiodicdly trust degree.

7 Conclusion

This paper proposes the concept of trust degree of
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Web service. The formal definition with avalability, in-
tegrity, confidentiaity, privacy, and performance are
gven. We aoply neurd network on Web services trust
degree evaluating for the firgt time. The prindple of the
gpproach is described. The stitable neura network struc-
ture, neura network constructing, input standardization ,
traning sample constructing , and the procedure of eval u-
ating trugt degree of Web services with trained neura
network are discussed. Experiments show that neura
network can idedly evauate the trust degree of Web
services act on a little random trust degree and exactly
eval uate trust degree of Web services act on a periodicaly
trust degree.
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