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0　Int roduction

A
Web service is a software system designed to support in2
teroperable machine2to2machine interaction over a net2

work. It is an abstract notion that must be implemented by a
provider agent [1 ] . With the widespread proliferation of Web
services , how to select a trustable Web service has become a
crucial problem of Web services requester. So requester agent
must correctly evaluate Web services and select the appropriate
one to use. We define the result from evaluation of Web serv2
ice as Web service trust degree. It means the grade that the
requester trusts of the Web service. Some works have been
developed to solve this problem[2 ,3 ] . However , the method
used is both inefficient and unwise. In this paper , we propose
an intelligent , feasible and effective method based on neural
network to evaluate trust degree of Web service. So far as we
know , it is an initiation.

Trust degree can be obtained from experience of transac2
tion with the Web service of requester or from recommenda2
tion of others. The trust degree obtained from experience of
requester is surveyed for the following reasons :
　● Trust is context specific and multi2faced[4 ] . Accord2

ingly , requester would be more interested in his or her own
experience ;
　● In some cases , requester must monitor the trust degree

of Web services continually[5] . So the experience of requester
own can describe the trust degree of Web service exactly.
　● Trust degree directly obtained from experience of re2

quester is the foundation of Web services trust degree recom2
mendation.

The experience of requester exchanging with Web serv2
ices makes a Web services trust history sequence. From the
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sequence , trust degree that completely reflects the trust
status of Web service can be gained by means of model
identification. As artificial neural network has the ability
of model identifying[6 ] , we can apply it to evaluate trust
degree of Web service from trust history sequence.

1　Trus t De gree of We b Service

Trust management was proposed to solve the au2
thorization problem in decentralized environment where
identifying strange requester is impossible , but traditional
security models assume that system can identify requester
effectively[7 , 8 ] . In Web services , requester faces the
problem how to select strange Web service.

In order to get the function of service , requester
agent often has to send sensitive data to Web service.
From the viewpoint of requester , trust degree of Web
service should include security , privacy and QoS[9 ] .
These concepts have some overlap [10 ] , so we get the
main aspects to define trust degree of Web service that is
show in the following :
　●Availability : Whether the Web service is present

or ready for immediate use.
　● Integrity : How the Web service maintains the

correctness of the interaction in respect to the source.
　● Confidentiality : Only authorized people or sys2

tems can access protected data.
　● Privacy : Data of requester should not be dis2

closed to other people or systems without the permission
of the requester.
　● Performance : Measured in terms of throughput

and latency.
Def inition 1 　Trust degree of Web service is the

general estimation of availability , integrity , confidentiali2
ty , privacy , and performance of Web service. It can be
described with the product of these aspects as Eq. (1) .

t = a×i ×c×v ×p (1)

　　Meanings of theses symbols are listed in the Table 1.

Table 1　Meaning and value range of Symbol

Symbol Meaning Range

t Trust degree [0 , 1 ]

a Availability 0 or 1

i Integrity 0 or 1

c Confidentiality 0 or 1

v Privacy 0 or 1

p Performance [0 , 1 ]

　　Definition 1 is used to calculate trust degree of one
transaction between requester and Web service. In the
experiments presented in Section 6 , Eq. (1) will be used
to calculate trust degree of web service.

2　Principle of Trus t De gree Evaluation
wit h Neural Net w ork

Let there is a trust history sequence A , A = ( a1 , a2 ,
⋯, an) , ai is the trust degree of the ith exchanging be2

tween requester and Web service. It can be calculated by
Eq. (1) . Let there is a complex system S that can pro2
duce a trust degree T from A . Let’s denote it as T =
S ( A) . In order to evaluate trust degree T′from A with
neural network , a neural network ( N ) must be de2
signed. Let’s denote it as T′= N ( A) . In order to make
sure that the output of neural network meets the require2

ment , formula
1
2

( T′- T) 2 <εshould be hold.εdenotes

a small positive number as needed.
The principle of trust degree evaluation with neural

network is shown in Fig. 1.

Fig. 1　Principle of trust degree evaluating with neural network

The constructing procedure of N is following :
Step 1　Get a set of input and output of S as train2

ing samples ;
Step 2 　Design a N and train it with the training

samples ;
Step 3 　If the precision of N satisfies the require2

ment , constructing is end , otherwise do step 2 again.
The neural network that can evaluate trust degree

from Web services trust history sequence should be a
multi2input and one2output neural network with model
identifying ability. BP neural network can be applied for
this purpose[11 ] . The structure of BP neural network is
shown as Fig. 2.

In neural network , every node has multiple inputs and
one output. The relationship of input and output can be

denoted with formula. y = f (∑
n

i =1

ωi x i -θ) . y is output. f
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Fig. 2　BP neural network structure

is effect function. θ is threshold. ωi is the connection
weight of the ith input. xi is the ith input. n is the count
of input of the node. The neural network calculates from
the in layer to the out layer. The output of out layer is the
output of the neural network. f can be selected within
threshold function , line function and S style function , e. g.
hardlim , purelin , tansig , etc[11] . The number of layers ,
number of nodes ,ωandθcan be selected through experi2
ment.

The number of input k presents the length of trust
history sequence which neural network can deal with. In
order to balance between precision and efficiency , k can not
be too big. Because k is limited and n , length of trust his2
tory sequence A , is not limited , A should be standardized.

3　Inp ut St a ndardization

Def inetion 2　Trust history sequence A is a history
record of trust degree of Web service which the requester
has trade with. It can be denoted with an orderly n tuple ,
A = ( a1 , a2 , ⋯ , an) , ai is the trust degree of the ith
transaction between requester and Web service.

Def inetion 3　Active trust history sequence is the re2
cent trust history sequence. It can be denoted with an or2
dered m tuple. Let A = ( a1 , a2 , ⋯ , an ) , then B =
( an - m + 1 , an - m + 2 , ⋯, an) . Let’s note it as B = ∠( A , m)

Def inetion 4 　Constrictive trust history sequence is
the subsection average of active trust history sequence.
Let B = ( b1 , b2 , ⋯ , bm) , then constrictive trust history
sequence of B is C= ( c1 , c2 , ⋯, ck) . Let’s note it as C=
◇( B , k) . k is the number of input of neural network.

Let s =
m
k

,

When i ×s ≤m , ci =
1
s ∑

s

j = 1
b( ( i- 1)·s+ j)

When i ×s > m , ci =
1
r ∑

m

j = ( i- 1) ×s
b j , r is arithmetic

compliant of m and k.
In order to evaluate trust degree with neural net2

work , requester must record the active trust history se2
quence B at least .

4　Training Sa mple Cons t ructing a nd
Ne ural Netw ork Training

There are two sources to get training sample. One is
the real trust history of Web service , and another is the
one which is specially designed. The procedure of getting
training sample from real Web service is shown as fol2
lows :

Step 1　Get trust history sequence A of Web service
x ;

Step 2　Make active trust history sequences B from
A , B = ∠( A , m) ;

Step 3 　Make constrictive trust history sequence C
from B , C= ◇( B , k) ;

Step 4 　C and T , the given trust degree of Web
service x , can make a training sample , ( C, T) .

The samples obtained from Web service make the
result of neural network close to the actual trust degree.
The samples specially designed can lead output of the
neural network to puniness or encourage some action
model.

The procedure of designing special sample is to con2
struct trust history sequence according to k , the number
of input of neural network , and to give a trust degree.

5　Trus t De gree Evaluation

If there is a trained neural network , the trust degree
evaluation is very simple. The procedure is shown as the
following :

Step 1　Get the trust history sequence A ;
Step 2　Make active trust history sequence B from

A , B = ∠( A , m) ;
Step 3 　Make constrictive trust history sequence C

from B , C= ◇( B , k) ;
Step 4 　Using C as input of neural network , the

output of neural network is trust degree.
From the procedure we can see that the complexity

of time evaluating trust degree with trained neural net2
4031



Wuhan University J ournal of Natural Sciences 　Vol. 11　No. 5　2006

work is O( k) .

6　Exp erime nts

In order to evaluate the effect of the method proposed
in this page , we developed three data storage Web services
and a client agent on Microsoft dot Net platform. The first
one of the Web services acts on a random trust degree by
dropping service request randomly. The second one drops
service request periodically with little random. The third
one periodically drops service request completely.

Client agent requests these data storage Web serv2
ices to store data for it separately , and check the data sta2
tus randomly[5 ] . Check results are calculated by Eq. (1) .
The first 300 check results are used to train the neural
network. Then the trained neural network was used to
evaluate the trust degree of Web service in the next inter2
actions. The evaluating results are presented in Fig. 3.

Fig. 3　Result of neural network evaluating
(a) Web service acts on a random trust degree ;
(b) Web service act s on a periodically trust degree with little random ;
(c) Web service acts on a periodically trust degree ;

The actual trust degree ; the trust degree evaluated with neu2
ral network

In Fig. 3 (a) , we can see that neural network can
hardly evaluate trust degree of Web service acting on a
random trust degree. In Fig. 3 (b) and Fig. 3 (c) , we can
see that neural network can ideally evaluate the trust de2
gree of Web services acting on a little random trust degree
and exactly evaluate trust degree of Web services acting
on a periodically trust degree.

7　Conclusion

This paper proposes the concept of trust degree of

Web service. The formal definition with availability , in2
tegrity , confidentiality , privacy , and performance are
given. We apply neural network on Web services trust
degree evaluating for the first time. The principle of the
approach is described. The suitable neural network struc2
ture , neural network constructing , input standardization ,
training sample constructing , and the procedure of evalu2
ating trust degree of Web services with trained neural
network are discussed. Experiments show that neural
network can ideally evaluate the trust degree of Web
services act on a little random trust degree and exactly
evaluate trust degree of Web services act on a periodically
trust degree.
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