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Privacy Presrving O utlier D etection

HUANG Yi-qun,LU Zheng-ding, HU He-ping, L | Rui-xuan
(School of Canputer Science & Technology, Huazhong U niversity and Technology, Wuhan, Hubei 430074, China)

Abstract:  Privacy preserving datamining has energed o develop accurate modelswithout sharing precise individu-
al data records Based on a practical secure multi-party caomputation model, an efficient algoritm for privacy preserving
outlier detection with data perturbation techniques isproposed The D numbersof paiwise pointswhose distance exceeds
the threshold is necessary b communicate anong different sites Besides, ssme paiwise pointswhose distance iswithin the
threshold is chosen o hide private infomation The algorithm maintains integrity and good privacy of the data stsof each
party while kegping communication and computation cost low.
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Step13
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Step16
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Step18
Step19

Step20
Step21
Step22
Step23
Step24
Step25
Step26
Step27
Step28
Step29
Step30
Step31
Step32
Step33
Step34

Ad(a,q) =d.(a,q) -Dt
if Ad(a,q) >0 then
0.0, D ={ (0. D,g. D)}
0. O, value=A d. (q, q)
else
n.O. D ={(a. D,g. D}
n. O, value=A d. (a0, q) - R ;;
/IR, ; is randam number holding by P..

end if
Randomly choose £ paiwvie D fram n. O,
inb 0. O, aso. O'..
end for
end for
fors<2, ,rdo
Sendo. O',. D O P,
end for
AtP:0.0. ID={0.0",. D 0.0'. D}
for all paiwise points (0, q) 0. O' do
Ad(q,q) =R, +Ad (0, q);
/IR,; isarandam nunber holding by P;.
0. 0" value=A d(q, g)
end for
Send 0. O'. ID and 0. O'. value b P,.
fors<2, ,r-1do
At P,: for all paiwvise pointsdo(a, g) 0. O’ do
Ad(q,q) =R, #Ad (a,q)
0. 0" value=A d(aq, q)
end for
Send 0. O'. ID and 0. O'. value © P..;.
end for
At P,: for all the paiwvise points (q, q) o0.0' do
Ad(a,q) =R; A d (a, q)
0.0". value=A d(q, q)
end for

for all objectsq 0. O' do

Step35
Step36

for all objectsq 0. O’ do
AtP, and P,: ifAd(a, g) - R, >0 then

(using secure comparin protool same as Yao's

M illionaire’'s problem. )

Step37 m=m +1;
Step38 el
Step39 m =m
Step40 end if
Stepdl  end for
Stepd2 At P :if n>p% * N then
Step43 O, isan outlier
Stepd4 Send the reault to any other parties authorized
o know.
Step45s end if
Stepd6  end for
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