
Global Static Separation of Duty in Multi-domains 
 

Xiaopu Ma 
College of Computer Science and Technology  

Huazhong University of Science and Technology  
Wuhan 430074, P. R. China  

College of Computer and Information Technology  
Nanyang Normal University  

Nanyang 473061, P. R. China  
e-mail: xpma@smail.hust.edu.cn 

Zhengding Lu 
College of Computer Science and Technology  

Huazhong University of Science and Technology  
Wuhan 430074, P. R. China  
e-mail: zdlu@hust.edu.cn 

Ruixuan Li 
College of Computer Science and Technology  

Huazhong University of Science and Technology  
Wuhan 430074, P. R. China  

e-mail: rxli@hust.edu.cn 

 

Jianfeng Lu 
College of Computer Science and Technology  

Huazhong University of Science and Technology  
Wuhan 430074, P. R. China  

e-mail: lujianfeng @ smail.hust.edu.cn 
 

 
 

Abstract—Separation of duty (SoD) is an important control 
principle in computer security. In the context of role-based 
access control, the Static SoD (SSoD) policies can be enforced 
by Statically Mutually Exclusive Roles (SMER) constraints. 
This paper studies the problem of SSoD in multi-domains in 
the context of IRBAC model firstly. Then investigates a 
question related to multi-domains: the Global SSoD (GSSoD) 
policy in order to satisfy the global requirements. It shows that 
directly enforce the problem is coNP-complete. Finally, 
enforcing GSSoD policies by the Global Statically Mutually 
Exclusive Roles (GSMER) constraints in IRBAC model is 
given.

Keywords-Separation of Duty; global static separation of 
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I.  INTRODUCTION 
The principle of Separation of duty (SoD) policy is one 

of the most important principles in the design of protection 
mechanisms for secure computer systems [1, 2]. Its purpose 
is to ensure that failures of omission or commission within 
an organization are caused only by collusion among 
individuals and, therefore, are minimized by assigning 
individuals of different permissions or divergent interests to 
separate tasks [3]. There are at least two approaches to 
enforce a SoD policy, one is Dynamic SoD (DSoD), and the 
other is Static SoD (SSoD). Each SSoD policy states that no 
k-1 users together have all permissions to complete a 
sensitive task [4]. 

Now with the rapid development of network technology 
and distributed applications, information interaction and 
cooperation in multi-domains have become increasingly 
frequent [5]. Basit Shafiq [6] proposed a policy composition 
framework that integrates the role based access control 
(RBAC) [7] policies of multiple domains to facilitate secure 

information and resource sharing in a multi-domains, 
especially SSoD policy. Xinyu Wang et al. [5] also 
proposed a security violation detection method for RBAC 
based interoperation to meet the requirements of secure 
interoperation among multi-domain systems.  However, all 
of the researchers considered the SSoD policy only about 
how to enforce the SSoD policy in local domain and how to 
solve the violation of SSoD policy because of role mapping, 
to the best of our knowledge. It is our belief that for an 
integrated system composed of multi-domains, SSoD policy 
must be done at three levels: firstly the SSoD policy should 
be enforced in local domain, and then should be solve the 
violation of SSoD policy because of role mapping, finally 
the SSoD policy should be enforced at the global domain. 

In this paper, we only study the SSoD policy in multi-
domains. We define a simple specification for the GSSoD 
which is a global domain requirement in this paper. Second, 
we pose and answer the fundamental questions related to 
enable the use of Global Statically Mutually Exclusive 
Roles (GSMER) constraints to support the GSSoD policies 
in multi-domains. We show that directly enforce the GSSoD 
policies is a coNP-complete problem.  Lastly, we show how 
to use GSMER constraints to enforce the GSSoD policies.  

The rest of this paper is organized as follows. We 
discussed related work in Section 2, and give preliminary 
definition in Section 3. In Section 4, we study the GSSoD 
policies in multi-domains and how to directly enforce it and 
how to use GSMER constraints to enforce it. We conclude 
this paper in Section 5 

II. RELATED WORK 
SoD was first introduced by Saltzer and Schroeder [8] as 

one of the design principles for protecting information, to 
our knowledge. So the research community has taken an 
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active interest in incorporating SoD controls into computer 
systems since the late 1980s. One of the rules of Clark and 
Wilson model [1] required that the system must associate 
with each user a valid set of programs to be run, and the 
data center controls must ensure that these sets meet the 
separation of duty. Since then, several papers have studied 
SoD.  

Although many researchers have considered SoD 
problems, it should be noted that most existing approaches 
to SoD only consider constraint sets with precisely two 
elements, the exceptions being the RCL 2000 specification 
language [9]. And the distinction between SoD policy 
objectives and Statically Mutually Exclusive Roles (SMER) 
constraints, as a mechanism to enforce them, is sometimes 
not clearly made. For example, Ferraiolo et al. defined SoD 
as: “A user is authorized as a member of a role only if that 
role is not mutually exclusive with any of the other roles for 
which the user already possesses membership.” [10]. So Li 
et al. [4] studied the relationship between Static Separation 
of Duty (SSoD) policies and SMER constraints and how to 
enforce SSoD policies by SMER constraints. 

With the development of network technology and 
distributed applications, SoD requirements become an 
important issue in multi-domains. Several research efforts 
have been devoted to the topic of policy composition in the 
multi-domains environment especially the SoD policy [11]. 
In order to accomplish the interoperation problem, Kapadia 
et al. [12] presented IRBAC 2000 model which provide a 
secure interoperability using dynamic role translation base 
on RBAC. But this method did not consider the problem of 
the violation of SoD policy which is induced by role 
mapping between domains. Hence Cuihua Zuo et al. [13] 
proposed an algorithm to detect the role mapping violates 
SoD policy. However, both of them did not research the 
problem of SoD policy in the global domain in order to 
satisfy the global requirements.  

III. PRELIMINARY DEFINITIONS 
This section gives a precise definition for the GSSoD 

policy in multi-domains. It assumes that there are four 
countably infinite sets: R (the set of all possible roles), U 
(the set of all possible users), P (the set of all possible 
permissions), and D (the set of all possible domains) 

Definition 1 A k-n-m GSSoD (k-out-of-n-from-m 
global static separation of Duty) policy is expressed as 

      
Where  is a set of permissions 

and is a set of domains, n means the 
number of permission, m means the number of domain such 
that and k means the total number of users such that 

 

Where  means the number of users from 
domain .This policy means that there should not only 

have a set of fewer than k users that come from 
 together have all the permissions 

in , but also both of them cannot come from 
the same domain. In other word, at least k users that come 
from the different domain  are required to 
perform a task that needs all these permissions.   

Definition 2 (IRBAC state). An IRBAC state  is a 4-
tuple <UA, PA, RH, RP>, in which the user assignment 
relation  associates users with roles in the local 
domain, the permission assignment relation  
associates roles with permissions in the local domain, the 
role hierarchy relation specifies an acyclic 
relation among roles, and the role mapping relation between 
multi-domains  reflects role mappings 
between local domain roles RL and foreign domain roles RF. 

An IRBAC state  =<UA, PA, RH, RP> determines the 
set of roles of which each user is a member, and the set of 
permissions for which each user is authorized, and the set of 
role mappings for establishes a flexible dynamic role 
translation between different domains. 

Definition 3 (GSSoD Safety) we say that an IRBAC 
state  is safe with respect to a GSSoD policy 

 if in state  no k-1 users 
come from only one domain together have all the 
permissions. More precisely 

                               

 

An IRBAC state  is safe with respect to a set E of 
GSSoD policies if it is safe with respect to every policy in 
the set, we write this as . 

   Now we use an example to illustrate the concepts in 
this paper. This example is shown in figure 1 and is 
explained below. 

 

 
 

Figure 1. Associations between multi-domains 

In Fig. 1, there have two domains, one is local domain 
HUST, the other is foreign domain WHU. The 
interoperation between these domains is achieved by 
introducing role mapping between the local domain and the 
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foreign domain. There have two types of role mapping: one 
is transitive associations, in figure 1 we can see 

 (labeled as 1). 
Hence the role from foreign domain will be 
translated to the role of . This also 
implies that all the ancestors of will map to 
the . We also can see non-transitive 
association  (labeled 
as 2NT). Hence  will be translated to 

 and deny and 
 from inheriting this association.        

As an example focusing mainly on the SSoD, consider 
the thesis defense mentioned above for a student who comes 
from HUST. In this situation, we need several steps to 
accomplish the task: (1) the student comes from domain 
HUST should provide the material and recording the details 
of the material on the form (P1); (2) the two managers come 
from HUST should verify the details on the form in order to 
decide the qualification for the thesis defense (P2); (3) the 
one chairman comes from HUST organizes the thesis 
defense (P3); (4) the five committeemen check and approval 
the thesis defense (P4); (5) the secretary comes from HUST 
records the details of the thesis defense (P5). According to 
the traditional definition about SSoD from Li et al. [4], it 
can get the description as follows: 

 
Where 1<k 5, so there have mainly two problems: 
The five people can’t finish the thesis defense in the real 

world; more even, the SSoD policy can’t be enforced if all 
of the committeemen come from the same domain (HUST). 

So in Fig. 1, we map the foreign role Professor from 
WHU to the local role Committeeman in HUST. Then the 
Professor in WHU can get the Committeeman role in HUST, 
and also get the permissions of role Committeeman in 
HUST. Then we can define the GSSoD as follows: 

 
Which means that there should not only exist a set of 

fewer than ten users that together have all the permissions in 
{p1, p2, p3, p4, p5}, but also the number of user should not 
come from the one university. In other word, in the thesis 
defense situation, we need different committeemen from 
different university to cooperation. It is the global 
requirements in the real world.  

IV. ENFORCING GSSOD POLICIES IN MULTI-DOMAINS 
This section will discuss how to enforce the GSSoD 

policies in multi-domains in this section. Now given a set E 
of GSSoD policies, suppose an IRBAC system starts at a 
state that is safe with respect to E. each time one is about to 
make a change to the system that may affect safety, one 
should check whether the IRBAC state safety or not.  

A. Directly Enforcing GSSoD Policies 
This approach to ensuring that an IRBAC state is safe 

with respect to a set E of GSSoD policies, which turns to be  
out to be intractable. 

Theorem 1 The verification problem of  is 
coNP-complete. 

Proof. The proof is similar to the one in [4] for the 
theorem that checking whether an RBAC state is safe or not 
with respect to a set of SSoD policies is coNP-complete. 

We first show that determining that if is false in 
NP. If an IRBAC state  is safe with respect to a set E of 
GSSoD policies, there must exist an GSSoD policy 

 in E such that k-1 users 
that comes from different domains together have all the n 
permissions in the policy, verifying that the guess is correct 
can be done in polynomial time: compute the union of the k 

 1 users’ permissions and check whether it is a superset of 
the set of permissions in the GSSoD policy. 

  We now show that determining whether a GSSoD 
configuration is not enforceable is NP-hard by reducing the 
set covering problem to it. In the set covering problem, the 
inputs are a finite set S, a family  of subsets 
of S, and a budget B. The goal is to determine whether there 
exists B sets in F whose union is S. This problem is NP-
complete [14]. 

The reduction is as follows. Given S, F, and B, 
constructs a GSSoD policy g as follows: let each element in 
S map to a permission in the policy, let k be B+1 and let n 
be the size of S. we have constructed a  

 
Where  means the number of users that 

come from the domain i,  of 
subset of  means the permissions from domain 
i, and . It obliviously that the constructed 
GSSoD configuration is not enforceable if and only if B sets 
in F cover S.  

While enforcing GSSoD directly is, in general, 
intractable, efficient algorithms for enforcing GSSoD 
policies exist when all the GSSoD policies in E have small k 
and small m.  For example, when checking whether  is safe 
with respect to a 2-n-2 GSSoD policy,  

One only needs to compute the set of permissions of 
every user and check whether it is a superset of the 
permissions in the policy. This has a worst-case time 
complexity of , 
where  is the number of users in the local domain  is 
the number users from foreign domain that have 
associations with local domains through role mappings,  
the number of roles in local domain,  the number of 
association roles through role mappings,  the number of 
permissions in local domain,  the number of permissions 
of association roles through role mappings between foreign 
roles and local roles. 
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B. Enforcing GSSoD Policies by Constraints 
In RBAC, the SMER constraints are introduced to 

enforce SSoD policies; our Global Static Mutually 
Exclusive Roles (GSMER) constraints are directly 
motivated by it. In this section, we show how to u GSMER 
constraints to enforce GSSoD policies. We now present a 
generalized form of such constraints. 

Definition 4 (GSMER) A k-n-m GSMER (k-out-of-n-
from-m global statically mutually exclusive roles) constraint 
is expressed as  

     
Where  are a set of roles and the other 

parameters have the same definition as above. This 
constraint forbids a user from  being a 
member of k or more roles in  that comes from 
only one domain. 

Definition 5 (GSMER Satisfaction). We say that an 
IRBAC state is safe with respect to GSMER constrain 
when  

 

It means that no user is a member of k or more roles in 
 that comes from only one domain, and we write 

this as . 
Theorem 2 The verification problem of is in P. 
Proof. One algorithm for verify  is as follows. 

For each k-n-m GSMER constraint in C and for each user 
and domain in , one first computes the set of all the roles 
the user is a member of in multi-domains, and then counts 
how many roles in this set also appear in the set of 

 in the GSMER constraint, and also counts how 
many domains about those roles that belongs to, and finally 
compares those number with k and 2. This algorithm has a 
time complexity of  , where Nu is the number of 
users in , Na the number of in , and M is the 
number of constraints.  

Definition 6 (GSMER enforce GSSoD) Let C be a set of 
GSMER constraints, and R be a set of GSSoD requirements, 
we say C enforce R if and only if 

 
Theorem 3 Given a k-n-m GSSoD requirements can be 

enforced by 2-2-2 GSMER constraints sets  

 

Proof. The requirement GSSoD means that k users 
which do not come from the same domain are required to 
cover all n roles. The constraint set means that every two 
role sets in  that comes from the different 
domain, then n domains are needed to cover the n roles, as 2

n, thus  is true.  

V. CONCLUSION 
In this paper, we have studied the problem of SSoD in 

multi-domains and then defined the GSSoD policy in order 
to satisfy the global requirements. It has been shown that 
directly enforce the GSSoD policy is coNP-complete. Then 
we studied how to use GSMER constraints for enforcing 
GSSoD policies.  
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