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Abstract 
 

Traditional access control disciplines such as 
RBAC has difficulty in covering open and 
decentralized multi-centric systems because it has 
focused on a closed system where all users are known 
and primarily utilizes a server-side reference monitor 
within the system. Trust management has relaxed this 
known user restriction and allowed authorize for 
strangers based on their credentials. However, trust 
management has also been found to be lacking because 
of certain inherent drawbacks with the notion of 
credential. In this work, a new access control model 
T&RBAC is presented in this paper. It integrates 
RBAC and TM. User can be assigned to local roles, 
also can be assigned to foreign roles based on his 
credential and local roles. We proof that there is no 
security constraints in T&RBAC. To some extends, 
T&RBAC is only a core model and can be extended for 
specific requirement. 

Keywords: Interoperation, Trust Management, 
RBAC, Multi-Domain 

 
1. Introduction 
 

Many studies have been done on secure operating 
system using secure kernel that has various access 
control policies for system security based on traditional 
access control disciplines. However, traditional access 
control disciplines have difficulty in covering open and 
decentralized multi-centric systems, because traditional 
access control has focused on controlling access to 
digital resources within closed system environments 
and it only deals with previously known user’s access 
which is not adequate in today’s open system 
environments. Trust management has relaxed this 
known user restriction and allowed controls on 
strangers’ access to digital objects based on their 
credentials. However, trust management has also been 
found to be lacking because of certain inherent 

drawbacks with the notion of credentials. For instance, 
computing the trust value will exhaust huger 
computing resource. Additionally, in multi-domain 
environment, the identities of users are not known in 
advance. It is very difficult to be familiar with a 
stranger based on his trust degree because it may be 
uncertainty, half-baked and incapable for accuracy.  

The above observations motivate us to consider how 
to absorb the advantages of the traditional access 
controls (e.g. RBAC) and credential based models, and 
decreasing their shortcomings. Traditional access 
control has the predominance of focusing on 
controlling access to digital resources within closed 
system environments, and credential based models 
solve the problem of access control in open systems to 
a great extent.  In this way, a novel enhanced RBAC 
model named T&RBAC is proposed for secure 
interoperation which integrates the conventional role 
based access control models with the credential based 
models. In T&RBAC, a user is mapped to a trust rank 
based on its credential. For simplicity reasons we 
assume that the user’s attributes are synonymous with 
local roles and trust rank in the T&RBAC model. In 
this case, the users will be able to be assigned to 
foreign roles based on theirs attributes (e.g. trust rank, 
local role) and can access to digital objects in foreign 
domains. And we employ two different access control 
policies for different environments respectively. This 
policy allows interoperation among multiple domains 
without any violation of collaborating domain’s 
autonomy. 

The rest of the paper is organized as follows. Section 
2 gives an overview of related works. Section 3 defines 
the elements and their relationships. Section 4 
discusses how T&RBAC performs access control on 
different intra-domain and inter-domain environments. 
The security issues are discussed in Section 5. Finally 
Section 6 concludes the paper. 
 
2. Related Work 
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Numerous studies have shown that unauthorized 
access, in particular by insiders, constitutes a major 
security problem for enterprise application 
environments [01], highlighting the need for robust 
access control management systems. This problem can 
get magnified in a collaborative environment where 
distributed, heterogeneous, and autonomous 
organizations interoperate with each other [2]. 

Nowadays, role based access control (RBAC) has 
become the predominant approach for advanced access 
control in large, distributed systems [3]. It offers many 
attractive features, such as policy neutrality, support 
for least privilege and efficient access control 
management [4]. With RBAC, security is managed at a 
level corresponding to an organization’s human 
resource structure.A series of researches have been 
taken on the extended RBAC models to solve the 
secure interoperation issues in the distributed 
environment. Kapadia et al proposed a secure 
interoperability using dynamic role translation 
(IRBAC) implementing access control across domains 
in the form of role mappings among individual 
domains [5]. Basit Shafiq et.al [6] extended the IRBAC 
model by proposing a policy integration framework for 
merging heterogeneous Role-Based Access Control 
(RBAC) policies of multiple domains into a global 
access control policy.  

Though these researches included description about 
the RBAC based interoperation in the multi-domain 
environments, they focused on controlling access to 
digital resources with previously known user’s access 
which is not adequate in today’s Internet world. In 
order to overcome the shortcomings of RBAC for open 
and decentralized multi-centric systems, some 
literatures have been proposed to use the concept of 
trust in access control because trust management has 
relaxed this known user restriction and allowed 
controls on strangers’ access to digital objects based on 
their credentials. Sandhu et.al presented an architecture 
with trusted computing technology to enforce access 
control policies in peer-to-peer environment [7]. N. Li 
et.al had also integrated RBAC with trust computing 
only to facilitate security administration [8], [9], [10].  

Ours work emphasizes on integrating role based 
access control model with trust management for secure 
interoperation in multi-domain environments. 
T&RBAC absorbs the merits of both the role based 
access control model and trust management so as to 
suit for open systems like the multi-domain 
environment.  
 
3. T&RBAC Model 
 

The T&RBAC model is defined in terms of a set of 

elements and relations among those elements, and 
illustrated in Figure 1. We use one-directional arrows 
with single-headed to denote one-to-many 
relationships and one-directional arrows with double-
headed from the session to LR in Figure1 indicates that 
multiple roles are simultaneously activated. Two 
directional arrows with single-headed to denotes many-
to-many relationships and two directional arrows with 
double-headed from the U to LR in Figure 1 indicates 
that multiple roles are simultaneously activated. We 
use plain lines to denote one-to-one relationships.  
Definition 1: The T&RBAC model has the following 
components: 

 U, LR, FR, P, S, T, A, C. (users, local roles, 
foreign roles, permissions, sessions, trust rank, 
attributes and constrains respectively) 

 UA ⊆ U×R, a many-to-many role to user 
assignment relation. 

 PA ⊆  P×R, a many-to-many permission to role 
assignment relation. 

 UTA ⊆ T×U, a one-to-many trust rank to user 
assignment relation. 

 TA ⊆ T×A, a many-to-many trust rank to attribute 
assignment relation. 

 RA ⊆ LR×A, a many-to-many local role to 
attribute assignment relation. 

 AA ⊆ FR×A, a many-to-many foreign role to 
attribute assignment relation. 

 RH ⊆R×R is a partial order on R called the role 
hierarchy or role dominance relation, also written 
as ≥.  

 user : S →  U, a function mapping each session si 
to the single user user(si) (constant for the 
session's lifetime), and 

 roles : RS 2→ , a function mapping each session 
si to a set of roles 

{ }' '
i iroles(s )  r|( r r)[(user(s ), r )  UA]⊆ ∃ ≥ ∈

(which can change with time) and session si has 
the permissions  { }i

''
r roles(s ) p| r r[(p,r'')  PA]∈ ∃ ≤ ∈∪  

The following discussion illustrated the above 
formalizes definition. U, R, P, S, PA, UA and RH are 
almost unchanged from the NIST RBAC. We do not 
want to discuss these components in detail in that this 
isn’t our emphases. And we will discuss the rest 
components of T&RBAC in more details. Figure1 
shows the set of elements and relations among those 
elements belongs to T&RBAC model. There are many 
differences that compare with RBAC model. We 
define these new elements in T&RBAC model as 
follows. 
Local roles and foreign roles: The concept of role in 
the RBAC model is that a role is a job function or job 
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title within the organization with some associated 
semantics regarding the authority and responsibility 
conferred on a member of the role. There is little 
difference with RBAC, there are two types of roles in 
T&RBAC: one is local role, another is foreign role .  

 

Figure 1.  T&RBAC model 
 
Trust rank: A trust rank is a set of real number 
between 0 and 1. 0 represents no trust, and 1 represents 
most trust. 
Attributes: Attributes are properties of the users that 
can be used for the authorization process. For 
simplicity reasons we assume that the user’s attributes 
are synonymous with local roles and trust rank in the 
T&RBAC model. 

Associations between any two of above elements are 
specified by mathematical relations. Besides the PA 
and UA associations, the model has the following 
relations. 
UTA (trust to user assignment): UTA ⊆ T×U, it is a 
one-to-many relation where a user can have only one 
trust rank based his previous behavior. But a trust rank 
can be assigned to many users. 
TA (trust to attribute assignment): TA⊆ T×A, it is a 
many-to-many trust rank to attribute assignment 
relation where a trust rank can be assigned to many 
attributes and a attribute can also be assigned to many 
trust rank. 
RA (local role to attribute assignment): RA ⊆ LR×A, it 
is a many-to-many local role to attribute assignment 
relation where a local role can be assigned to many 
attributes and a attributes can also be assigned to many 
local roles. 
AA (foreign role to attribute assignment): AA ⊆ FR×A, 
a many-to-many foreign role to attribute assignment 
relation where a foreign role can be assigned to many 

attributes and an attributes can also be assigned to 
many foreign roles. 
 
4. Accessing Control using T&RBAC in 
Multi-Domain Environmental 
 

The T&RBAC model is based on the trust 
management by employing the authentication and 
authorization center (AAC). We assume that all the 
domains operate under the RBAC model. Consider the 
scenario that the users in local domain are previous 
known, which is very suit for employing role-based 
access control because RBAC has focused on 
controlling access to digital resources within closed 
system environments and it deals with previously 
known user’s access. But in foreign domain, the 
identities of users are not known in advance. In this 
scenario, we integrate RBAC with trust management 
by assigning a foreign role to local user by his role 
information and trust value. Local user will be 
assigned foreign roles based his local role and 
credential. We don’t want to propose the arithmetic of 
computing users’ credential since there are too many 
excellent works had been done [11] and that beyond this 
paper. We will pay our attention on the access control 
policy in intra-domain and inter-domain respectively. 

 
4.1 Access control framework for intra-
domain. 
 

The structure of the access control framework in 
local domain is illustrated in Figure 2. It depicts the 
operational procedures for intra-domain access control 
framework. We use dotted lines to denote one-to-one 
communication relationships, one-directional arrows 
with plain line to represent message forwarding, two-
directional arrows with plain line to represent 
communicate with each other. And the steps of the 
access control for intra-domain are described in Figure 
2. 

 
4.2 Access control framework for inter-
domain.  
 

The structure of the access control framework for 
two domains is illustrated in Figure 3. It depicts the 
operational procedures for inter-domain access control 
framework. The different kinds of lines denote the 
same meaning as in Figure 2. And the steps of the 
access control for intra-domain are described in 
Figure3. Multi-domain environment is similar to two 
domains scenario. 
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Figure 2.  The framework of intra-domain access control 

 

Figure 3.  The framework of inter-domain access control 
 

 
5. Security Issues  
 

With the increasing in information and data 
accessibility, there is a growing concern for security 
and privacy of data. Especially in a collaborative 
environment where distributed, heterogeneous, and 
autonomous organizations interoperate with each other. 
Li Gong et al listed two principles of secure 
interoperation: autonomy principle and security 
principle [2]. 
 
5.1   Autonomy Principle 
 

In the RBAC policy integration framework, 
violation of a domain’s autonomy occurs because of 

the following two reasons [2]: Induced SoD constraint 
and asymmetric cardinality of mapped roles. In the 
following, we describe how this autonomy relaxation 
condition can be preserved in T&RBAC model.  

Figure 4 illustrates an induced SoD constraint 
between domain A and domain B. There is a SoD 
constraint between R4 and R5. R2 and R3 will be 
caused by conflicting cross domain roles R4 and R5 by 
employing role mapping policy. In T&RBAC model, 
we don’t employ direct role mapping policy. E.g. R2 
mapping to R5 and R3 mapping to R4 isn’t exit in 
T&RBAC model. We assume that there is no SoD 
constraint in local domain, but may has SoD constraint 
roles(e.g. R4 and R5 in domain B ). So there is no 
induced SoD constraint since it doesn’t exit a role 
which maps to the constraint roles. Similarly, although 
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there are various types of cardinalities associated with 
a given role, for T&RBAC policy, the cardinality of a 
senior role (e.g. R2) should not be greater than the 
cardinality of any of the junior roles(e.g. R4) that are 
related to the senior role in the I-hierarchy semantics.  

 

 
Figure 4.  Integrated RBAC policy defining interoperation 

between domains A and B. 
 

5.2   Security Principle 
 

There are three security vulnerabilities that may lead 
to unauthorized accesses [12]: role-assignment violation, 
role-specific SoD violation, and user-specific SoD 
violation. Any access control state derived from the 
multi-domain RBAC policy is secure if it does not 
violate these three security constraints of collaborating 
domains’ RBAC policies. In this section, we will prove 
that there is no security vulnerability due to these three 
constraints can occur in T&RBAC. This is formally 
stated in the following definition: 
Theorem 2:  

( , ) ( , )access u r assign u r⇒  
It captures the role assignment constraint, Where  

1
( , )

0
user u is assigned to role r

assign u r
otherwise


= 


 

1
( , )

0
u s e r u a c c e s s r o l e r

a c c e s s u r
o t h e r w i s e


= 



 

Proof: if the user u can access the role r, there are only 
four conditions that permit ( , )access u r : 
If D om ain(u )= dom ain(r) : 
(1) ( , )a s s i g n u r  
(2) ' ' '( ( , ))r r r assign u r∃ > ∧ ( , )assign u r⇒  

else if D o m ain (u ) d o m ain (r)≠ : 
(3) ' '

' '

r ( ( ) ( )

( , ) ( , )

d o m a in r d o m a in u

m a p r r a s s ig n u r

∃ =

∧ ∧
 

In T&RBAC model, we employ 
'( , ) ( , ) ( )assign u r assign u r credentia l u⇒ ∧   

instead of employ direct role mapping police. 
(4) 

' ' '

'' '' ''

''

r ( ( ) ( ) ( , )
( ( ) ( ) )

( , )

domain r domain u assign u r
r domain r domain r r r

map r r

∃ = ∧
∧∃ = ∧ >

∧

 

Similarly, it equals to ''( , ) ( , )assign u r assign u r⇒  
Having defined the four conditions and proof that all of 

them equal to assign(u, r), so the theorem 2 is proved 
to be true that means there is no security vulnerability 
due to role assignment constraint in T&RBAC  
Theorem 3:  

( , ) 1
i

i
r

u U r C o n f l i c t R o l e s
a c c e s s u r n

∀ ∈ ∧ ∀ ∈ −
⇒ ≤ −∑  
It specifies that conflicting roles cannot be accessed by 
same user in any time, where U is the set of users, and 

{ }( , , ) | ,1 ,1iConflict Roles r m n r R i m n m− = ∈ ≤ ≤ ≤ ≤ denotes 
the conflicting set of roles, the total number conflict 
roles is m, and no more than n roles in Conflict-Roles 
can be assigned to the same user simultaneity. 
Proof: let ( )se tR u denote role set of user u be 
assigned in local domain, and ( )setR u+ denotes role 
set of user u be assigned in foreign domain. 
Suppose ( )lo c a l se tr R u∃ ∈  and ( )fo r e ig n s etr R u+∃ ∈  
It can’t educe that: 

' ' '( )lo ca l lo ca l lo c a l fo re ig nr r r r r∀ > ⇒ > , similarly 
' ' '( )fo re ig n fo re ig n fo re ig n lo c a l fo re ig nr r r r r∀ > ⇒ >  

Because role mapping policy in T&RBAC has no I-
hierarchy, which means it has no role in foreign 
domain can inherit the conflicting set of roles in local 
domain simultaneity.  
Theorem 4:  

( )
( , ) 1

i

i
u C onflic t U sers

r R u C on flic t U sers
a ccess u r n

∈ −

∃ ∈ ∀ ∈ −
⇒ ≤ −∑

 

It defines the user-specific SoD constraint implying 
that conflicting users of a role cannot access that role 
concurrently in any secure state. Where R is the set of 
roles, and  

{ }( , , , ) | ,1 ,1 ,i

Conflict Users
u m n r u U i m n m r R

− =
∈ ≤ ≤ ≤ ≤ ∈  

denotes the conflicting set of users for role r, the total 
number conflict users is m, and no more than n users in 
Conflict-users can be assigned to the same role 
simultaneity. 
Proof: we suppose that domain(ua)=domain(ub) 
=domain(r) and access(ua,r), access(ub,r) can’t occur 
simultaneity in local domain. If the conflicting users of 
ua and ub can access r concurrently, it must be the 
following four conditions: 
(1) ( )

(
)

' ' '

' '

' '

( ) ( )

( , ) ( , )

( ( , ) ( , )

( , ) ( , )

a b

b a

a b

r do m a in r d om a in r r r

a ss ig n u r a ss ign u r

assig n u r ass ig n u r

a ss ign u r a ss ig n u r

∃ ≠ ∧ >
∧ ∧ 


∨ ∧ 
⇒ ∧

 

(2) 
'

'
' '

''
''

'' '

( ) ( )
( , )

( ) ( )
( , )

( , ) ( , )

a

b

a b

d o m a in r d o m ain r
r

r r a ss ig n u r

do m a in r do m a in r
r

r r a ssig n u r

a ss ig n u r ass ig n u r

 =
∃   ∧ > ∧  


 = ∧ ∃    ∧ > ∧  

⇒ ∧
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(3) ( )
( )(

( ))

' ' '

' '

' '

( ) ( ) ( , )

( , ) ( , )

( , ) ( , )

( , ) ( , )

a b

b a

a b

r d om a in r d om a in r m a p r r

a ss ig n u r a ss ig n u r

a ssig n u r a ssig n u r

a ssig n u r a ssig n u r

∃ ≠ ∧

∧ ∧ 

∨ ∧ 

⇒ ∧

 

(4) 
'

'
' '

''
''

'' '

( ) ( )
( , ) ( , )

( ) ( )
( ) ( , )

( , ) ( , )

a

b

a b

d o m ain r d o m ain r
r

m a p r r a ssig n u r

do m a in r do m a in r
r

m ap r r a ss ig n u r

a ssig n u r a ssig n u r

 ≠ ∧
∃   ∧  


 ≠ ∧ ∧ ∃    > ∧  

⇒ ∧

 

The first and second conditions are about local 
administration which is beyond this paper and we 
assume that access(ua,r) access(ub,r) can’t occur 
simultaneity in local domain. The precondition of the 
third and fourth conditions is that there must be role 
mapping. But in T&RBAC model, when the local user 
wants to access foreign resource, it will be assigned 
foreign role rather than mapping local roles to foreign 
role. It means that map(r’,r) isn’t exit, so the third and 
fourth conditions can’t occur. In this case, there is no 
security vulnerability due to user specific SoD 
constraint in T&RBAC. 

The above discussion illuminates that T&RBAC is 
secure without security vulnerability due to role-
assignment violation, role-specific SoD violation, or 
user-specific SoD violation. 

 
6   Conclusion  
 

In this paper, a novel enhanced RBAC model is 
proposed for secure interoperation in multi-domain 
environments. This model is an extension of the RBAC 
with the notion of credential. It employs different 
access policies in intra-domain and inter-domain 
domain respectively. We proof that there is no security 
constraints in T&RBAC. To some extends, the 
T&RBAC is only a core model. We can extend this 
model for specific requirement.   
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