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Abstract. Separation-of-Duty (SoD) policy is a fundamental security
principle for prevention of fraud and errors in computer security. The
research of static SoD (SSoD) policy in recently presented usage control
(UCON) model has not been explored. Consequently, this paper attempts
to address two important issues: the speciﬁcation and enforcement of
SSoD in UCON. We give a set-based speciﬁcation scheme, which is simpler and more general than existing approaches. As for the enforcement,
we study the problem of determining whether an SSoD policy is enforceable, and show that directly enforcing an SSoD policy is a coNP-complete
problem. In indirect enforcement, we generate the least restrictive static
mutually exclusive attribute (SMEA) constraints to enforce SSoD policies, by using the attribute level SSoD requirement as an intermediate
step. The results are fundamental to understanding the eﬀectiveness of
using constraints to enforce SSoD policies in UCON.
Keywords: Separation-of-Duty, usage control, constraint.

1

Introduction

Separation-of-duty (SoD) is widely considered to be a fundamental security principle for prevention of fraud and errors in computer security, and widely applied
in business, industry, and government [1,2]. Although SoD has been studied extensively in the information security, and it has been recognized that ”one of
RBAC’s great advantages is that SoD rules can be implemented in a natural
and eﬃcient way” [3], as a related and fundamental problem, research of SoD
policy in recently presented usage control (UCON) [4] model has not been explored. UCON has been considered as the next generation access control model
with distinguishing properties of decision continuity and attribute mutability
[4,5]. Consequently, this paper focuses on static SoD (SSoD) policies in UCONA
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which is a sub-model of UCON only considering authorizations. Since an authorization decision is determined by subject’s and object’s attributes, and these
attribute values can be updated as side-eﬀects of the authorization, the study
of SSoD policies in authorization models is more pressing than that in obligation and condition models. In this paper, we provide a set-based speciﬁcation
scheme for SSoD policies. Furthermore, we study a number of problems related
to generating SMEA constraints for enforcing SSoD policies in UCONA systems.
We study the problem of determining whether an SSoD policy is enforceable,
and generate SMEA constraints to indirect enforce SSoD policies, by using attribute level SSoD requirements (ASSoD) as an intermediate step from SSoD
policies to SMEA constraints. The research of the SSoD policy in UCONA is
important for emerging applications as usage control scenarios, and it can also
increase UCON’s strengths in that it enables the use of constraints to support
SSoD policies.
The rest of this paper is organized as follows. Section 2 describes related
works. Section 3 gives the speciﬁcation of SSoD policies. Section 4 studies the
problem of determining whether an SSoD policy is enforceable. Section 5 uses
SMEA constraints to indirect enforce SSoD policies. Section 6 concludes this
paper.

2

Related Work

The concept of SoD can be traced back to 1975 when by Saltzer and Schroeder [6]
took it as one of the design principles for protecting information, under the name
“separation-of-privilege”. The research community has taken an active interest
in incorporating SoD controls into computer systems since the late 1980s, Clark
and Wilson [1] applied SoD principle to data objects to ensure integrity and to
control frauds along with well-formed transactions as two major mechanisms for
controlling fraud and error. Later on, SoD has been studied by various researchers
as a principle to avoid frauds. One of the best known requirements for SoD is
embodied in the Chinese Wall model [7], in which access to documents that could
result in a commercial conﬂict of interest is strictly controlled.
In this paper, the speciﬁcation scheme of the SSoD policy we propose has
its basis in our set-based approach to conﬂict of interest, and it is considerably
simpler syntactically than other schemes because the SSoD policy is expressed in
terms of restrictions on permissions other than attributes, such as roles, and we
make no attempt to deﬁne the conditions that must be met for the constraint
to be satisﬁed. As for the enforcement, Sandhu presented transaction control
expressions, a history based mechanism for dynamically enforcing SoD policies
[8,9]. Simon and Zurko combined the Object SoD and Operational SoD and
introduced a notion of history based SoD [10]. Crampton [11] employed blacklist to enforce historical constraints, it does not need to keep a historical record.
However, since these approaches for SoD only consider constraint sets with a few
elements, they will have unacceptable overheads to support large range of constraints. UCONA includes RBAC which increases the diﬃculty of enforcement
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SSoD policies in UCONA . Motivated by the SMER constraints [12],we enforce
SSoD policies in UCONA by using SMEA constraints. For a more detailed description of UCON, the reader can refer to [4,5].

3

The Specification of SSoD Policies

We now give a formal basis for representing SSoD policies in UCONA models
based on the following requirements. (1) An SSoD policy must be a high-level
requirement. Clark et al. identiﬁed SoD as a high-level mechanism that is “at the
heart of fraud and error control” [13]. It states a high-level requirement about
the task without the need to refer to individual steps in the task. (2) An SSoD
policy must be described in terms of restrictions on permissions. In the ANSI
RBAC standard [14], the distinction between SSoD policies as objectives and
static mutually exclusive role (SMER) constraints as a mechanism is not clear.
One problem is that the SMER constraints may be speciﬁed without a clear
speciﬁcation of what objectives they intend to meet; consequently, it is unclear
whether the higher-level objectives are met by the constraints or not. Another
problem is that even though when SMER constraints are speciﬁed there exist a
clear understanding of what SSoD policies are desired, when the assignment of
permissions to roles changes, the SMER constraints may no longer be adequate
for enforcing the desired SSoD policies [12]. (3) An SSoD policy must capture
restrictions on user set involved in the task. In practice, the number of users
in any organization is bounded. It needs to consider the SSoD policies with an
upper bound on the number of users in an access control state.
Definition 1. An SSoD policy ensures that at least k users from a user set are
required to perform a task that requires all these permissions. Formally,
–
–
–
–

P and U denote the set of permissions, the set of users;
U P ⊆ U × P , a user-permission assignment relation;
auth Pε [u] = {allowed(u, p) ⇒ preA(AT T(u), p)};
∀(P, U, k) ∈ SSoD, ∀U  ⊆ U : |U  | < k ⇒ u∈U  auth pε (u)  P .

where P = {p1 , . . . , pm }, U = {u1 , . . . , un }, m, n, and k are integers, such that
2 ≤ k ≤ min(m, n), min returns the smaller value of the two. AT T (u) denotes
the user’s attributes, preA is the pre-authorizations in UCON, and allowed(u, p)
indicates that user u is assigned permission p. ε is a UCONA state which constituted by the set of assignments for all objects’ attributes. We write an SSoD
policy as ssod < P, U, k >. We say that a UCONA state ε is saf e with respect
to an SSoD policy e, if in state ε no k − 1 users from U together have all the
permissions in P , and we write it as saf ee (ε). An UCONA state ε is saf e with
respect to a set E of SSoD policies, which we denote by saf eE (ε), if and only if
ε is safe with respect to every policy in the set E.

4

Enforceability of SSoD Policies

In a UCONA system, not all SSoD policies are enforceable. For example, given an
SSoD policy e = {ssod < {p1 , p2 }, {Alice, Bob, Carl}, 2 >}, which ensures that
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at least two users together from {Alice, Bob, Carl} are allowed to have {p1 , p2 }.
Assume that allowed(u, p1 ) ⇒ AT T (u) = {engineer, student, 50}, where engineer is a role, student denotes the identity of user, and 50 is a trust value.
It means that a user who must cover all these attributes can be allowed to
have p1 . Where allowed(u, p2 ) ⇒ AT T (u) = {programmer, student, 75} has
the similar meaning. Suppose that AT T (Alice) = {supervisor, student, 100},
where supervisor is a senior role to both engineer and programmer. Obviously,
saf ee (ε) is false, because Alice can be a member of both p1 and p2 . In order to address this, forbid Alice from having the attribute set {supervisor, student, 100}.
This is undesirable, if an attribute can not be assigned to a user, then the attribute value should not be included in the domain of the user attribute.
Definition 2. (I, M ) is a attribute set, where I is the set of immutable attributes, and M is the set of mutable attributes. We say (I1 , M1 ) ≤ (I2 , M2 ) if
and only if for each attribute a ∈ I1 , there exists an attribute a ∈ I2 such that
a ≤ a ; and for each attribute b ∈ M1 there exists an attribute b ∈ M2 such that
b ≤ b .
Obviously, ≤ associates the user attribute sets, and these associations form a
combined hierarchy that is partially ordered. If (I, M ) satisﬁes exactly the requirement of allowed(u, p), we say (I, M ) is the threshold attribute set of p.
Definition 3. Given an SSoD policy ssod < P, U, k >, let (Ipi , Mpi ) is the threshold attribute set of each pi in P , and (It , Mt ) is an attribute set. If ∀(Ipi , Mpi )
(Ipi ≤ It ⇒ Mpi ≤ Mt ), we say (It , Mt ) is an ancestor attribute set. Assuming that (Ii , Mi ) is an ancestor attribute set, there does not exist another ancestor
attribute set (Ij , Mj ) that (Ij , Mj ) ≤ (Ii , Mi ), we say (Ii , Mi ) is an least ancestor
attribute set.
Theorem 1. An SSoD policy e = ssod < P, U, k > is not enforceable if and
only if the number of ancestor attribute sets for e is less than k.
Proof. For the “if” part, we assume that if the condition in the theorem exists.
Then one can construct a UCONA state in which there are k − 1 users and each
of the users is assigned one of the k − 1 ancestor attribute set (I, M ) for e. Thus
these k − 1 users together cover all m permissions, and result in an unsafe state.
For the “only if” part, we show that if the condition in the theorem does not
exist, then the SSoD conﬁguration is enforceable. Consider that the number of
ancestor attribute sets is k. we can declare every pair of (I, M ) to be mutually
exclusive, which forbids any user to cover any two of them, this makes saf ee (ε)
true.


5

Enforcing SSoD Policies by SMEA Constraints

We now show that directly enforcing SSoD policies is intractable (coNPcomplete).
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Theorem 2. The verification problem of saf ee (ε) is coNP-complete.
Proof. In ANSI RBAC model [14], a role is a collection of users and a collection of
permissions, and the permission is a collection of object-right pairs. The UCONA
model can support RBAC in its authorization process, in UCONA , user-role
assignment can be viewed as subject attributes and permission-role assignment
as attributes of object and rights [5]. And let U in an SSoD policy e = ssod <
P, U, k > be the user set of all possible users in an RBAC state ε0 , then the
veriﬁcation problem of saf ee (ε) is equivalent to the one in [12] for the theorem
that checks whether an RBAC state is safe or not with respect to an SSoD
policies, which is NP-complete.

In RBAC, constraints such as mutually exclusive roles (SMER) are introduced
to enforce SSoD policies [12]. We present a generalized form of the SMEA in this
paper, which is directly motivated by SMER constraint.
Definition 4. A statically mutually exclusive attribute (SMEA) constraint is
expressed as
smea < {(I1 , M1 ), . . . , (Im , Mm )}, {u1 , . . . , un }, k >
where each (Ii , Mi ) is an attribute set and m and n are integers such that 2 ≤
k ≤ min(m, n).
Definition 5. A UCONA state ε is safe with respect to a SMEA constraint
when
∀ui ∈ {u1 , . . . , un }(|(AT Tε (ui ) ∩ {(I1 , M1 ), . . . , (Im , Mm )})| < k)
which means that no user from {u1 , . . . , un } is a member of k or more attribute
sets in {(I1 , M1 ), . . . , (Im , Mm )}, and we write it as saf ec (ε). A UCONA state
ε is safe with respect to a set C of SMEA constraints if it is safe with respect to
every constraint in C, and we write it as saf eC (ε).
As each SMEA constraint restricts the attribute set memberships of a single
user, it is eﬃcient to check whether an UCONA state satisﬁes a set of SMEA
constraints, and thus provides a justiﬁcation for using SMEA constraints to
enforce SSoD policies.
5.1

Translating SSoD Policies to ASSoD Requirements

SMEA constraints are expressed in term of restrictions on attribute memberships, but SSoD policies are expressed in terms of restrictions on permissions. In
order to generate SMER constraints for enforcing SSoD policies, the ﬁrst step
is to translate restrictions on attribute sets other than on permissions for SSoD
policies. For each permission pi in {p1 , . . . , pm }, there exists a (Ipi , Mpi ) which
is the threshold attribute set of pi . In this way, we can deﬁne the attribute level
SSoD requirement, and translate an SSoD policy to ASSoD requirements.
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Definition 6. An attribute level Static Separation-of-Duty (ASSoD) requirement is expressed as
assod < {(I1 , M1 ), . . . , (Im , Mm )}, {u1 , . . . , un }, k >
where each (Ii , Mi ) is an attribute set, m and n are integers such that 2 ≤ n ≤ m.
Definition 7. A UCONA state ε is safe with respect to ASSoD requirement
when
k−1



∀{u1 . . . uk−1 } ⊆ {u1 , . . . , un }( i=1 )AT Tε (ui )  {(I1 , M1 ), . . . , (Im , Mm )}
It means that there should not exist a set of fewer than k users from {u1 , . . . , un }
that together have memberships in all the m attribute sets in the requirement. A
UCONA state ε is safe with respect to a set A of ASSoD requirements if it is
safe with respect to every requirement in A, and we write it as saf eA (ε).
Let A denote the set of ASSoD requiremets derived from < E, ε >, if < E, ε >
is not enforceable, then it can not be translated to any ASSoD requirements,
let A = ∅. Else if < E, ε > is enforceable, then for each e ∈ E, and for each
permission pi in {p1 , . . . , pm }, there exist many attribute sets corresponding
to it. Assume that each permission in {p1 , . . . , pm } relates to the number of
attribute sets is {k1 , . . . , km }, then the total number of elements in < A, ε > is
k1 × k2 × . . . × km . Theorem 3 shows that for the ASSoD conﬁguration < A, ε >
derived from an enforceable SSoD conﬁguration < E, ε > captures the same
security requirement.
Theorem 3. Given an SSoD configuration < E, ε >, and the ASSoD configuration < R, ε > derived from < E, ε >, then saf eA (ε) ⇔ saf eE (ε).
Proof. Firstly, we show that if saf eR (ε) is false, then saf eE (epsilon)
is also false. If saf eR (ε) is false, then there exist r = assod <
{(I1 , M1 ), . . . , (Im , Mm )}, U, n > and k −1 users that together cover all attribute
sets in {(I1 , M1 ), . . . , (Im , Mm )}. Given the way in which ASSoD < R, ε > is
derived from < E, ε >, there exists an SSoD policy in E such that the attribute set in R together have all the permissions in it, therefore saf eE (ε) is also
false. Secondly, we show that if saf eE (ε) is false, then saf eA (ε) is also false. If
saf eE (ε) is false, then there exist e = ssod < {p1 , . . . , pm }, {u1, . . . , un }, k >
and k − 1 users together cover all permissions in {p1 , . . . , pm }. For each permission pi in the permission set, there exists an attribute set (Ii , Mi ) covering
pi , if it contains some sub attribute set, then we divide it, then there exists
r =< {(I1 , M1 ), . . . , (Im , Mm )}, U, n > derived from e. Given the way in which
ASSoD < R, preA > is derived from < E, ε >, then r ∈ R, therefore saf eA (ε)
is also false.

Theorem 4. Given a UCONA state ε, and a set A of ASSoD requirements,
determine if saf eA (ε) is coNP-complete.
Proof. The proof is similar to the one in Theorem 2: let each attribute set in ASSoD requirement map to a permission. Then the ASSoD requirement is mapped
to an SSoD policy.
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Generating SMEA Constraints to Enforce ASSoD Requirements

Definition 8. Let C be a set of SMEA constraints, and R be a set of ASSoD
requirement, C enforces R if and only if saf eC(ε) ⇒ saf eR (ε).
Theorem 5. The ASSoD requirement a = assod < {(I1 , M1 ), . . . , (Im , Mm )},
{u1 , . . . , un }, k > can be enforced by the following SMEA constraint
i,j∈[1,m]
c = i=j
{c = smea < {(Ii , Mi ), (Ij , Mj )}, {u1 , . . . , un }, 2 >}
Proof. The ASSoD requirement means that k users are required to cover all
m attribute sets. The constraint set C means that every two attribute sets in
{(I1 , M1 ), . . . , (Im , Mm )} are mutually exclusive, then m users are needed to
cover the m attribute sets, as 2 ≤ n ≤ m, Thus saf e{C} (ε) is true.

Although the above SMEA constraints (k = 2) can enforce any ASSoD requirement, this may result in constraints that are more restrictive than necessary.
Ideally, we want to generate SMEA constraints that can enforce the ASSoD requirement, and avoid generating constraints that are overly restrictive. For this,
we prefer to use the less restrictive constraint set.
Definition 9. Let C1 and C2 be two sets of SMEA constraints, C1 is more
restrictive than C2 if saf eC1 (ε) ⇒ saf eC2 (ε) ∧ saf eC2 (ε)  saf eC1 (ε), and we
write it as C1 ε C2 .
We now give an algorithm to generate the relatively less SMEA constraints
to enforce ASSoD requirement. Given an ASSoD requirement a, the ﬁrst step
is to compute the most restrictive SMEA constraint set C by enumerating all
possible SMEA constraints (where m=k=2) ; the second step is to remove any
constraint in C that the remainders can also enforce a; the third step is to
weaken the more restrictive constraint in the set. This algorithm can be used by
the step 1 and 2, which we only try to remove the constraints in C is eﬃcient,
the output C will be a relative less restrictive SMEA constraints to enforce a.
Although by systematically enumerating all the cases in step 3 will generate the
least restrictive SMEA constraints, the runtime will be expensive. We generally
prefer to use step 1 and 2, and return the output C.

6

Conclusion

This paper presents two main contributions to the research of SoD policy in
UCONA : the speciﬁcation and enforcement of SSoD in UCON. The speciﬁcation
is set-based and we show that it has simpler syntax than existing approaches. For
the enforcement aspect, we have studied a number of problems related to generating SMEA constraints for enforcing SSoD policies in UCONA system. We show
that directly enforcing SSoD policies in UCONA system is intractable (coNPcomplete), study the problem how to verify whether a given SSoD conﬁguration
is enforceable, translate the SSoD policy to ASSoD requirement which be used as
an intermediate step, and generate the least restrictive SMEA constraints from
a set of ASSoD requirements. The results are fundamental to understanding the
eﬀectiveness of using constraints to enforce SSoD policies in UCON.
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