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SUMMARY
Role mining was recently proposed to automatically ﬁnd roles among user-permission assignments using
data mining technologies. However, the current studies about role mining mainly focus on how to ﬁnd roles,
without considering the constraints that are essentially required in role-based access control systems. In this
paper, we present a role mining algorithm with constraints, especially for the cardinality constraints. We illustrate it is essential for role mining to take cardinality constraints into account, and introduce the concepts
of the cardinality constraints of roles and permissions. We further propose a role mining algorithm to generate roles based on these two kinds of cardinality constraints. The algorithm uses graph theory to model the
role mining problem and maps the relation of two roles to the relation of graph elements. We set an optimization goal for role mining and employ graph optimization theory to ﬁnd roles that satisfy the aforementioned cardinality constraints. We carry out the experiments to evaluate our approach. The experimental
results demonstrate the rationality and effectiveness of the proposed algorithm. Copyright © 2015 John
Wiley & Sons, Ltd.
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1. INTRODUCTION
In recent years, the advantage of employing role-based access control (RBAC) model [1, 2] in
application systems is so signiﬁcant that more and more institutions want to transform their nonRBAC system to RBAC architecture. However, the cost of the transformation is exorbitant,
especially for the process of role identiﬁcation that ﬁnds out a role set that can represent the
relationship of the user-permission assignments (UPAs). There are two ways for role
identiﬁcation: top–down approach and bottom–up approach. The top–down approach is based on
business process and user scenario. It needs a large number of experts and spends much time on
analyzing the business processes and user requirements to ﬁnd out the functional roles and the
related permission sets [3–7]. The process includes deﬁning particular job functions, decomposing
the functions into smaller units, and creating roles for these units by associating needed
permissions. While the role sets established by the top–down approach have good
characterizations of the real organizational structures, it is costly and time-consuming, and many
organizations cannot afford it because the business processes may be complicated and the number
of users and permissions in an organization may be very large.
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The bottom–up approach is an automatic or semi-automatic way that identiﬁes the role sets through
analyzing the user-permission assignments using the technology of data mining, which is called role
mining. Presently, there are already many role mining algorithms [8–11] that can automatically form
role state with hierarchy or no hierarchy. In the early phase, the researchers enumerate all possible
roles with the operation about the set [8, 9], such as cross and union. Later, researchers ﬁnd out the
mined roles do not accord with the actual hierarchy relation. Therefore, they propose some role
mining algorithms with hierarchy [9, 10, 12]. However, few of the algorithms take the constraints
into consideration. As we know, the constraints are the basic requirements for an RBAC model. The
security of the RBAC systems will be enhanced through employing the constraints. For example, the
mutual exclusion constraint can prevent the conﬂict permissions being put into one role. Generally,
the mutual exclusion constraint will be naturally satisﬁed in the role mining process if the userpermission assignments are properly created. That is, if two permissions are mutual exclusion, they
will not be assigned to the same user that makes them not be selected into one role using the current
role mining algorithms. In this paper, we pay close attention to cardinality constraints because they
are very common in the RBAC systems.
The cardinality constraint is one of constraints required by the RBAC model [2]. It has four
situations. First, the number of user members owned by one role is limited. Second, the number of
roles to which an individual user can belong should be limited. Third, the number of roles to which a
permission can be assigned should also be restricted. Last, the number of permissions that a role can
own should also have cardinality constraint. This paper focuses on the second and the third
situations. The ﬁrst situation can be simply solved by creating some roles with the same name or
creating some roles with different names but the same functions. The fourth situation can also be
simply solved by splitting the incompliant role into two or more roles. However, the second and the
third situations cannot be solved simply.
The second situation is to avoid the number of roles that a user owns being too large. If the number
is too large, the user will not be aware that he has some roles and the permissions owned by those roles
after some time. That will lead the user to think he cannot do something but in fact he is able to. That is
to say, it is difﬁcult for the user to sift the roles if he has too many roles, which will increase personal
management cost. In addition, if the number is too large, it will make the RBAC system degenerate to
the direct permission assignment and the advantage of RBAC model will be limited. The third situation
is to control the distribution of powerful permissions. The powerful permission should not be assigned
to too many roles.
In this paper, we propose a role mining algorithm based on the second and third constraints. Our
algorithm improves the graph optimization theory proposed by Zhang et al. in [11] to create role
sets, considering the aforementioned constraints at the same time. We analyze the drawbacks of the
original graph optimization theory and discuss our algorithm in four scenarios. The ﬁrst scenario is
two roles have the same permissions. The second scenario is the permission sets of the ﬁrst role are
a subset or superset of the permission sets of the second role. The third scenario is the permissions
of two roles are crossed, and the last scenario is the permissions of two roles do not have any
relation. In each scenario, we do different operations to get the results that satisfy the
aforementioned two cardinality constraints. To establish the role hierarchy satisfying these
constraints, we employ the graph theory and map the role element to graph element. Graph elements
not only have the node information but also have the information about edges that form the
hierarchy of the nodes. The criteria for a good role state are the minimal assignment cost and
interpretability [13]. We employ the weighted structural complexity (WSC) [12] as the optimization
function to measure the assignment cost. We use graph optimization theory to acquire the role
hierarchy in the aforementioned four scenarios. We carry out the experiments on the real userpermission assignment relations and the simulated constraints on these relations. The experimental
results demonstrate the effectiveness of the proposed algorithm.
Our contributions include three aspects. First, we introduce cardinality constraints into role
mining algorithms, which enable RBAC systems to satisfy the real application requirements
better. Second, we correct the drawback of the approach proposed in [11], in which it ﬁnds
some roles but these roles cannot be assigned to any user. Last, we not only improve the
accuracy of the result compared with graph optimization (GO) algorithm but also reduce the
Copyright © 2015 John Wiley & Sons, Ltd.
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number of roles compared with role-priority-based algorithm (RPA) and coverage of permissionsbased algorithm (CPA) [14].
The remainder of this paper is organized as follows. We discuss related work in the role mining ﬁeld
in Section 2 and introduce the constraints of RBAC model including cardinality constraints in
Section 3. We present our role mining algorithm with the second and third cardinality constraints in
Section 4 and show the experimental results in Section 5. At last, we conclude the paper and discuss
the future work in Section 6.

2. RELATED WORK
In 1995, role engineering was proposed by Coyne for building the RBAC system in the system without
RBAC [3]. He introduced the top–down approach that starts from the business process and user
scenario in order to ﬁnd out a role state that reﬂects the authorization situation effectively,
completely, and correctly. The approach requires a large number of domain experts to analyze the
business processes and user scenarios. Because the number of business processes and users is too
large, the way is time-consuming and human-intensive, which ﬁnally leads to the high cost that
many small and medium companies cannot afford [7,15].
In order to overcome the aforementioned drawbacks, researchers introduced the bottom–up
approach that automatically or semi-automatically ﬁnds out the role sets with data mining
technology and graph theory. The approach called role mining starts from the user-permission
assignments and some corresponding attribute information. Because of the low cost and simplicity,
many researchers showed signiﬁcant interests on this bottom–up approach. There are many role
mining algorithms proposed in recent years. In 2005, Schlegelmilch and Steffens [10] ﬁrst proposed
ORCA, the OFFIS Role mining tool with Cluster Analysis, and its algorithm. It does a hierarchical
clustering on permissions. The algorithm selects a maximal overlap pair each time and then uses the
pair to update the remaining pairs. Each pair forms a role. The drawback of the ORCA is that each
permission is discovered through only one path. In 2007, Zhang et al. proposed a role mining
algorithm that is guided by the graph optimization theory [11,16]. It starts from the scenario that the
permissions of each user form a role. They introduce an objective function for minimizing the
number of edges and then divide the situations into equality, subset, and intersection. At last, they
check whether each situation can improve the objective function or not, and respond according to
the checking result. Similarly, Vaidya et al. propose a subset enumeration way to get the role sets.
They introduced two algorithms: CompleteMiner and FastMiner [8].
In 2008, there are two role mining algorithms emerging. Molloy et al. [12] introduce the semantic
information in the process of role mining to let the mined roles be better consistent with the
organization’s business process. The algorithm uses the formal concept analysis to ﬁnd out the roles
and it also offers an objective function called the weighted structural complexity (WSC) to guide the
algorithm. The algorithm ﬁrst generates the concept lattice and reduced lattice to get the role
hierarchy and then clusters on the reduced lattice. Vaidya et al. [17] introduce the minimal
perturbation into the role mining process to make the result be more close to the role sets that are
already deployed. The algorithm ﬁrst gets the candidate roles by the FastMiner algorithm. Then, it
sorts these roles by the area that the role occupies in descending order. At last, according to the
roles’ order, it makes these roles cover the user-permission assignment until the user-permission
table is entirely covered. Through this way, it can get a role sequence and then recommend the
sequence for the system.
During the development of role mining, the researchers also give some other role mining algorithms.
For example, [9] proposes a role mining algorithm using the frequent pattern mining. In [18], the
authors map the basic role mining problem and its variants to the minimum tiling problem and its
variants to mine the roles using the tiling databases theory. In their approach, the role mining
problem is mapped to the discrete basis problem and then uses the theory to ﬁnd out the roles.
Vaidya et al. [19] transform the role mining problem to the Boolean matrix decomposition and then
use the matrix decomposition theory to discover the roles. However, after 2008, the research about
the algorithm study stops. Instead, people introduce some additional conditions into the role mining
Copyright © 2015 John Wiley & Sons, Ltd.
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process. For example, in [20], Ma et al. introduce the weight of the permission into role mining
process; in [21], Takabi and Joshi introduce the similarity between the deployed roles and
discovered roles; in [22], Molloy et al. think the UPA matrix may have noises. They propose to
remove the noise before mining the roles.
Although the constraints are essential for the RBAC model, only a few researches took the
constraints into account in role mining. In [23], Lu et al. consider the separation of duty (SoD) and
exceptions. As mentioned earlier, the mutual exclusion constraint will be naturally satisﬁed in the
role mining process if the user-permission assignments are properly created. Lu et al. allow
redundant permissions in roles or redundant role assignments for users, which may lead to
separation of duty (SoD) and exceptions. In such conditions, they use extended Boolean matrix
decomposition to solve the problem. In [24,14], cardinality constraints are considered in role
mining. However, [24] considers the maximum number of users that can be assigned to each role,
that is the ﬁrst situations of cardinality constraint. Although [14] also takes the second situations of
cardinality constraint, it only considers single constraint. The combined effect on the mining process
when many constraints are considered simultaneously needs be studied.
From the above analysis, we can see that the current research about constraints in role mining is very
weak, especially in terms of multiple cardinality constraints. In this paper, our algorithm takes two
cardinality constraints into consideration at the same time in role mining. Through the experiments,
we know that our algorithm will not reduce the accuracy and not increase the WSC greatly while it
takes the cardinality constraints into account. Our algorithm also produces the hierarchical output
simultaneously. Hence, it enables the RBAC to reach the RBAC3’s requirements, which are
required by many application systems.

3. THE CONSTRAINT MODEL OF RBAC
In [2], a family of RBAC96 models was proposed. The family contains four members. Their relationship
is shown in Figure 1. The RBAC0 is the basic model in the family, which deﬁnes from the two-level
relationship of user-permission assignment to the three-level relationship of user-role-permission
assignment. With the RBAC0, the security administrator can build the RBAC system from a system
without RBAC. The RBAC1 increases the hierarchy on the basis of the RBAC0. The hierarchy
relationship can reﬂect the position level in the organization. The RBAC2 increases the constraints on
the basis of the RBAC0. These constraints make the system more secure. The RBAC3 combines the
RBAC1 and the RBAC2. It offers role hierarchy and constraints.
In the family, the RBAC2 is an important complementary for the RBAC0 because constraint is an
important function of RBAC, and some researchers think it is the main motivation of the RBAC
appearance. Constraint is an effective mechanism for making the high-level organizational policy. It
gives the security administrator convenience for role management. Especially, when the management
of RBAC is not centralized, the high-level administrator can use it as a mandatory requirement to be
imposed on the low-level administrators. Constraint can not only apply on the permission-role
assignment (PA) and user-role assignment (UA) but also can apply on the user and role functions in
the sessions. The common constraints are classiﬁed into six categories: mutually exclusive,
cardinality constraints, prerequisite roles constraints, run-time mutually exclusive, number constraints
of sessions, and time frequency constraints.
RBAC3

RBAC1

RBAC2

RBAC0

Figure 1. Relationship among role-based access control (RBAC) models.
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Among these constraints, the latter three ones cannot be processed in the role mining process
because they need run-time information that cannot be obtained in the role mining stage. The
mutually exclusive can be automatically satisﬁed (illustrated in Section 1). This paper focuses on
the cardinality constraints. We will consider the prerequisite roles constraints in the future work.

4. ROLE MINING BASED ON CARDINALITY CONSTRAINTS
4.1. Preliminaries
In this section, we deﬁne some concepts that will be used in the following sections. We adopt the
National Institute of Standards and Technology standard of the RBAC model [25].
Deﬁnition 1. (RBAC)
• U, ROLES, OPS, and OBJ are the set of users, roles, operations, and objects.
• UA ⊆ U× ROLES, a many-to-many mapping user-to-role assignment relation.
• PRMS (the set of permissions) ⊆ {(op, obj) op ∈ OPS ∧ obj ∈ OBJ}
• PA ⊆ ROLES × PRMS, a many-to-many mapping of role-to-permission assignments.1
• UPA ⊆ U × PRMS, a many-to-many mapping of user-to-permission assignments.
• assigned_users(R) = {u ∈ U (u, R) ∈ UA}, the mapping of role R onto a set of users.
• assigned_permissions(R) = {p ∈ PRMS (p, R) ∈ PA}, the mapping of role R onto a set of
permissions.
• assigned_permissions(U) = {p ∈ PRMS (u, p) ∈ UPA}, the mapping of user U onto a set of
permissions.
• assigned_users(P) = {u ∈ U (u, p) ∈ UPA}, the mapping of permission P onto a set of users.
Deﬁnition 2. (Cardinality constraints of roles)
The cardinality constraints of roles are deﬁned as the maximum number of roles to which an individual
user can belong. We will use the notation max_roles(u) to specify this constraint [26].
Deﬁnition 3. (Cardinality constraints of permissions)
The cardinality constraints of permissions are deﬁned as the maximum number of roles to which a permission can belong. We will use the notation max_ roles (p) to specify this constraint.
Deﬁnition 4. (Rounded up)
The rounded up is deﬁned as the smallest integer that is bigger than a speciﬁc double precision number.
We will use the notation ⌈⌉ to specify this rounded up, for example, ⌈0.5⌉ = 1 and ⌈1.0⌉ = 1.
4.2. The optimization metric
In [11], Zhang et al. propose a role mining algorithm using graph optimization and give an objective
function that guides the optimization process. However, the algorithm has two drawbacks. Firstly, in
the scenario that there is an overlap in the permission sets of two roles where neither role’s
permission sets are a subset of the other role’s permission sets (Figure 2), a role containing the
overlap permissions of the two roles is created and two links to this new role are created.
Nevertheless, that is not enough, because the new role would not be assigned to any user. For
instance, from Figure 2, we know that Steve and Bob have the permission sets {p1, p2, p3, p4,
p5}, and now we get r1.r2 role, which has the permissions {p2, p3, p4, p5}. Because we do not
have the role that contains the permission {p1}, the role r1.r2 cannot be assigned to any user.
Secondly, the objective function only considers edge minimum and ignores many other factors,
such as direct assignment. In view of that, we use the objective function proposed by [9] that is
deﬁned as follows.
Deﬁnition 5. (Weighted structural complexity)
Given W = (wr, wu, wp, wh, wd), where wr, wu, wp, wh, wd ∈ Q + ∪{∞}, the WSC of an RBAC state γ,
which is denoted as wsc(γ, W), is computed as follows.
Copyright © 2015 John Wiley & Sons, Ltd.
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r1.r2
{p2,p3,p4,p5}

r1
{p1,p2,p3,p4,p5}

p1

p2

p3

alice

r2
{p2,p3,p4,p5,p6}

p4

p5

p6

Figure 2. Two roles that have a common set of permissions.

wscðγ; W Þ ¼ wrjRj þ wujUAj þ wpjPAjþ
whjt reduceðRHÞj þ wdjDUPAj
where | · | denotes the size of the set or relation, and t_reduce(RH) denotes the transitive reduction of
role hierarchy.
A transitive reduction is the minimal set of relationships that encodes the same hierarchy. For
example, t_reduce ({(r1, r2), (r2, r3), (r1, r3)}) = {(r1, r2), (r2, r3),}(r1, r3) can be inferred.
Arithmetic involving ∞ is deﬁned as follows. 0 * ∞ = 0, ∀x ∈ N + x * ∞ = ∞, ∀x ∈ N ∪ {∞} x + ∞ = ∞.
Intuitively, in role mining, we would like to ﬁnd an RBAC state that has the smallest weighted
structural complexity. One can adjust the weights to limit the RBAC states to be considered and to
meet different optimization objectives.
In this paper, we mainly consider two classic and widely used weight schemes in the role mining
ﬁeld, W1 : wr = wu = wp = wh = wd = 1, and W2 : wr = wu = 1, wp = wh = wd = 2. The ﬁrst thinks that the
relation between roles is as important as the number of role or user while the latter thinks the
relation between roles is more important. Because our algorithm can wholly cover the userpermission-assigned relation, in fact, in two schemes, the wd is equal to 0.
4.3. Role mining algorithm framework
In this section, we will present a role mining algorithm based on cardinality constraints (CCR). CCR
mainly includes three steps: generating the initial role set, selecting role pair for role update
algorithm, and updating the initial role state. Because the initial role state does not have
hierarchical relationships and its assigned cost may be high, we update the role state according to
role update algorithm for getting hierarchical and low-cost role state. When updating the role state,
we may have many role pairs that can be handled in the role update process. We need to use role
selection algorithm to select two roles that will be handled in the next step. After updating the role
state, we need to check whether the initial constraints under the initial user-permission assignment
are the solution. CCR will output the solution. Otherwise, it should tell the case if there is no
solution.
The algorithm for CCR is presented in Algorithm 1. For the sake of simplicity, we use P(ui)
to represent the assigned_permissions (ui) and P(ri) to represent the assigned_permissions(ri). In
the beginning, we generate a role for each user’s permissions (lines 4–11). If a user’s
cardinality constraints of roles are one, the role will be one of the ﬁnal role sets (line 8). We
eliminate the users whose cardinality constraints of roles are one and their permissions. Then,
we will sort the roles by the number of permissions of each role in descending order
(line 12), which is to make the role update algorithm converge faster. In line 13, we update
the permissions’ cardinality constraints according to the operation role sets OpRSet (shown in
Algorithm 2). Lines 15–27 deal with three cases of the aforementioned. Lines 29–33 judge
whether there is a solution in the current condition. If these roles that are acquired according
to the cardinality constraints of roles do not satisfy the cardinality constraints of permissions,
there is no solution. For the sake of simplicity, we delete the roles that have the same
Copyright © 2015 John Wiley & Sons, Ltd.
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permissions and only leave one whose constraint is the strictest. The situation of subset and
intersection may also appear in the beginning or middle of the algorithm. Therefore, after
processing the equation, we also immediately process the subset and the intersection.
In Algorithm 1, lines 18–22 select the best role state according to the optimal objective function
wsc. If the current operation makes the wsc increase, we undo it. Lines 23–26 check whether there
are some roles whose constraints are one after some step. If so, we get a ﬁnal role and remove it
from the operator role sets. Line 34 puts the last role sets to ﬁnal role sets and line 35 returns the
last role state.

Algorithm 1: CCR: role mining based on cardinality constraints
Input: users u, permissions p and user-permission assignments UPA
Input: weight factors for complexity, W(wr,wu,wp,wh)
Input: M, the number of users
Input: N, the number of permissions
Output: the ﬁnal role set Rset and role state rrcl
1: generate max_roles(u) for every user in u
2: generate max_roles(p) for every permission in p
3: {generate the initial role sets}
4: for i = 0…M do
5: create a role ri that has P(ui) permission set
6: add(OpRSet, ri)
7: if max_roles(ui)= 1 then
8: add(Rset, ri)
9: remove(OpRSet, ri)
10: end if
11: end for
12: sort the roles by the number of permissions of each role in descending order
13: UpdatePermissionConstraints(OpRSet,p)
14: {merge roles until stable}
15: while role state is not stable do
16: identify two roles according to role selection algorithm
17: update current role state according to role update algorithm
18: if new wsc < old wsc then
19:
old wsc = new wsc
20: else
21:
undo operation
22: end if
23: if max_roles(pi)= 1 then
24:
add(Rset, ri)
25:
remove(OpRSet, ri)
26: end if
27: end while
28: {judge whether there is the solution}
29: for i = 0..N do
30: if(max_roles(p]]>i) < 0)then
31:
return no solution
32: end if
33: end for
34: append OpRSet to the end of Rset
35: return Rset and rrcl
Copyright © 2015 John Wiley & Sons, Ltd.
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Algorithm 2: UpdatePermsConstraints(Tset,p)
Input: TSet, the role sets
Input: permissions p
Input: N, the number of permissions
1: for i = 0…size(TSet) do
2: for j = 0…N do
3: if pj⊆P(ri then
4:
max_roles (pj) = max_roles (pj) – 1
5: end if
6: end for
7: end for
8: return max(P)

4.4. Role selection algorithm
Role selection algorithm is used in line 16 of Algorithm 1. In role selection algorithm, we ﬁrst sort the
roles by the number of permissions of each role in descending order. If two roles have the same number
of permissions, we sort the two roles by the number of users of the role in descending order. Even if
two roles have the same number of permissions and the same number of users in the role, we select
the role with hierarchy. If both the two roles do not have hierarchies, we select one role randomly.
After sorting roles, we select two roles at the beginning of the role set.
The reason of sorting the role set is to make the role update algorithm faster convergence. When we
put these roles with more permissions in the front, the new roles with more permissions will generate
priority in the process of subset operation and intersected operation in role update algorithm. While
handling subset and intersection, we need to add the new roles into the original role set. If the
original role set is sorted, we only need to insert the current role into the right position. We do not
need to sort the role set again. Hence, we transform the time complexity from O(n*logn) to O(n),
and n is the number of original role set.
4.5. Role update algorithm
In [11], Zhang et al. divide the graph optimization algorithm into four scenarios. In our algorithm, we
also consider four scenarios, but each scenario has different operations. Our algorithm does the
pretreatment in scenario 1. In this scenario, there are two users under current investigation who have
the same permissions. Then, the two users’ roles will be merged and the cardinality constraint of the
new role is the smaller one in the cardinality constraints of two original roles (Figure 3) if the
cardinality constraints of two original roles are not one.
Figure 3 shows the scenario that two users’ permission sets are the same. Figure 3(a) shows the
situation before merging. In the ﬁgure, the ﬁrst column of the frame is the index of the role in
current role sets; the second column is the user sets of the current role. The upper of the third
column is the permission sets of the current role and the bottom is cardinality constraints of the
corresponding permission. If the bottom is empty, it illustrates that there is no constraints for the
corresponding permission. The last column is the current users’ cardinality constraints of roles.
Figure 3(b) shows the result of the merging. From the above description, we know the role whose
constraint is less will be deleted. At the same time, the index is the smaller one of the two
parents and the users are the sum of two parents. The number of cardinality constraints on each
permission is the larger one in the cardinality constraints of two original roles. At last, the current
users’ number of cardinality constraints of roles is the smaller one of the two parents. We can
also see that the wsc will reduce in this process because we delete a role and its relations.
Scenario 2 is that the permission sets of the ﬁrst role are a subset or superset of the permission sets of
the second role (Figure 4). In this case, an edge is created from the superset permission role to the
subset permission role. In order to overcome the drawback in [11], we delete the common
permissions from the superset permission role. By doing so, we can assign the subset permission
Copyright © 2015 John Wiley & Sons, Ltd.
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Figure 3. Merging of two roles that have the same permissions. (a) Before merger and (b) after merger.
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Figure 4. One role’s permissions are the superset of another role’s permissions. (a) Before merger and (b)
after merger.

role to user u1. Of course, the previous assigned method has been deleted. For instance, in Figure 4(a),
the way that the number one role is assigned to user u1 will be deleted. If the number of subset
permissions is greater than one, the wsc will decrease or will have no effect. Because the number of
superset permissions decreases by one and the number of roles increases by one, the cardinality
constraints on each permission are stable. At last, the cardinality constraints of parent roles
decrease by one.
The third situation is illustrated in Figure 5, where two roles have a common set of permissions.
Figure 5(a) shows the scene before merging and the operation result is presented in Figure 5(b).
Under the situation, a new role is created that owns the common permissions. At the same time,
two edges are also created from the two original roles to the new role. The max_roles(p) in the
new role is the larger number between the two parent roles. As the second situation, we delete
the common permissions from two parent roles. At last, because we split two parent permission
set, the max_roles(u) of two parent roles decreases by one. The max_roles(u) of the new role is
the smaller between two parent roles that have been handled. Identically, if the number of two
current roles’ common permissions is greater than three, the wsc becomes smaller.
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Figure 5. Two roles that have a common set of permissions. (a) Before merger and (b) after merger.

In the second and third cases, when the number of common permissions or the permissions of the
subset role is greater than three, the wsc will become lower, because we increase a role and ﬁve
hierarchy edges. At the same time, we reduce six edges from the parent roles to the permissions
directly. Therefore, we transform the problem of reducing the wsc to judge whether the number of
the common permissions is greater than three.
The last case is that two roles do not have any relation. In this case, if we merge and cross the role’s
permissions in the aforementioned way, the wsc will increase. Hence, we do nothing.
4.6. Computational complexity
Because the CCR is based on the GO algorithm, the increased operations do not inﬂuence the time
complexity. Hence, the time complexity of the CCR is the same as the GO. It is O(n2m), where n is
the number of users and m is the number of permissions [27]. However, the CCR also has the
shortcoming that the GO has. It is unclear how many iterations the algorithm would need before
stopping. Suppose we set the number of iterations to k, the time complexity is O((k + n)km).
Therefore, we can set the number of iterations to control the running time.

5. EXPERIMENTAL RESULTS
5.1. Generate constraint data
To ensure only the users who have a certain number of permissions own the cardinality constraints in
most situations, we deﬁne the rules as follows.
Deﬁnition 6
The average number of permissions owned by a user is deﬁned as
numUsersðAllÞ

∑

wnpðUÞ ¼

assigned

permissions ðuiÞ




i¼1

numUsersðAllÞ

where numUser(All) is the number of all users. Similarly, we can deﬁne the weighted number of users.
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Deﬁnition 7
The average number of users owned by a permission is deﬁned as
numPermissionsðAllÞ

∑

jassignedusers ðpiÞj

i¼1

wnuðPÞ ¼

numPermissionsðAllÞ

where numPermissions(All) is the number of all permissions.
According to Deﬁnition 6, we can deﬁne the maximal number of permissions owned by a user. We
can employ the user cardinality constraints of roles to restrict the number of permissions owned by a
user.
Deﬁnition 8
The max number of permissions a user can own is deﬁned as (if more, it will give a constraint)

permUpperBound ¼


maxðPermissionCountðAllÞÞ
*α*wnpðU Þ
wnpðU Þ

where α is a weighted factor between 0 and 1, denoting the extent of the limits; max(PermissionCount
(All)) is the number of permissions the user owns in the UPA. From Deﬁnition 8, we can see that the
smaller the α is, the smaller the permUpperBound is. While permUpperBound is small, the number of
cardinality constraints of users will increase.
Similarly, we can deﬁne the maximal number of users that the permissions can belong to as follows.
Deﬁnition 9
The maximal number of users that the permission can belong to is deﬁned as

userUpperBound ¼


maxðUsersCountðAllÞÞ
*β*wnuðPÞ
wnuðPÞ

where the meaning of β is similar with α. We can employ the cardinality constraints of users to restrict
the number of users that the permission can be assigned to.
If a user has the number of permissions larger than permUpperBound, we will generate a number
that is between 1 and permUpperBound. That is to say, we will map the range of
assigned_permissions(u) to permUpperBound.
To calculate the cardinality constraints in the experiment, we need to generate a positive integer k
that is between 1 and permUpperBound. If k is closer to permUpperBound, the probability is bigger.
On the contrary, if k is closer to 1, the probability is smaller. The relationship shown in Figure 6
satisﬁes all above requirements. We use the relationship in the experiments. Meanwhile, according
to probability theory, we must also make sure that the sum of probability generating from 1 to k is
1. For the sake of simplicity, in the rest of this paper, we use x to represent the permUpperBound
and z to represent the assigned_permissions(u).
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Figure 6. Map assigned_permissions(u) to permUpperBound.
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Lemma 1
A probability function that satisﬁes the aforementioned constraints is

p ðk Þ ¼

2k  1
ðk∈ð1; permUpperBoundÞÞ
x2

Proof
From Figure 2, we can easily get the hypotenuse equation of the triangle as follows
f ðxÞ ¼

pﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ
z2  x2
x

If we express the probability with the area, when x is equal to k, the probability is

pðk Þ ¼

pﬃﬃﬃﬃﬃﬃﬃﬃﬃ
z2 x2
*k2 * 12
x

k1

 ∑ pi

pﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ i¼1
z2  x2 *x* 12

(1)

In fact, p(k) is the area of the trapezoid between k  1 and k. According to the front hypothesis that
the area represents the probability, we can get
pﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ
z2  x2 *ðk  1Þ2 * 12
:
∑ pi ¼
x
i¼1

k1

Hence, Equation (1) is
2k  1
:
x2
The lemma illustrates that the probability generating k is 2k1
x2 .
Lemma 2
The sum of probability in Lemma 1 is 1.
Proof
The sum of probability in Lemma 1 is
1 þ 3 þ 5 þ … þ ð2x  1Þ 2x*x* 12
¼
¼ 1:
x2
x2
Similarly, we can get the probability function of generating permissions as follows
p ðk Þ ¼

2k  1
ðk∈ð1; userUpperBoundÞÞ
x2

where x represents userUpperBound.
Of course, the aforementioned is effective if the system users do not appoint the constraints, or we
will use these constraints that are appointed by the system users. That is to say, if we get the role
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constraint of the Ui, denoted as c1, through the above process, and the constraint is c0 appointed by the
system users, we can get the weighted cardinality constraints as follows.
Deﬁnition 10
The weighted cardinality constraint of a user is
c ¼ r * c1 þ d * c0
where r and d are either 0 or 1, and r XOR d = 1. If there is no presettings, we set r = 1 and d = 0.

5.2. Experimental preparation
To evaluate the proposed approach, we implement our algorithm on a Dell OptiPlex 520 PC with Intel
Pentium (R) D 2.80GHz CPU and 1GB memory made in China. We run our algorithm on real data sets
in Table I.2 In the table, |U| represents total number of users. |P| represents total number of permissions
available. |UPA| represents total number of permissions assigned to all users, that is, the size of the
UPA matrix. Density represents what percentage of total assignable permissions is actually assigned
to the users of the system in the UPA.
We compare the assignment cost with other current role mining algorithms as the constraints
change. That is to say, α and β change from 0 to 1. Meanwhile, we compare accuracy with
HierarchicalMiner under no constraints in our algorithm. We deﬁne the accuracy as follows.
Deﬁnition 11
The accuracy of the algorithm is deﬁned as
ACC ¼

numRolesðMatchÞ
numRolesðMatchÞ þ numRolesðnotMatchÞ

where numRoles(Match) is the number of exact match between the original role sets and the generated
role set, and numRoles(notMatch) is the number of roles that do not match. The number of notMatch
contains two parts: the original role set that is not matched and the generated role set that is not
matched. In the practical application, we can set weight to illustrate the two parts’ importance of degree. For the sake of simplicity, we simply set them the same weight in this paper. Hence, we can
add them together and express it with the above deﬁnition.
In [20], Ma et al. deﬁne the accuracy with the ratio of the number of match to the number of original
role set. If using the aforementioned deﬁnition, it can enumerate all possible roles with the
CompleteMiner. However, it not only generates too many roles, but the process takes too much
time. Therefore, we will not use their formula in our paper.

Table I. Experimental data sets.
Dataset

|U|

|P|

|UPA|

Density (%)

Healthcare
Domino
EMEA
Firewall1
Firewall2
University1
University2

46
79
35
365
325
493
400

46
231
3046
709
590
56
14

1486
730
7220
31,951
36,428
3955
3073

70
4
6.8
12.3
19
14.3
54.9

|U|, total number of users; |P|, total number of permissions available; |UPA|, total number of permissions assigned
to all users.
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5.3. Experimental evaluation
5.3.1. Accuracy. To test the accuracy, we use the university2 dataset [12], which is also used in [9]
and has 400 users and 14 permissions. Because this dataset contains an original role set, we use the
dataset to test the accuracy. To check out the WSC, we use the other datasets in Table I. Table II
shows how the number of constraints and the accuracy change as the role limits upperBound (α)
change when β is equal to 0.9. It also shows how the number of constraints and the accuracy
change as the permission limits upperBound (β) change when α is equal to 0.8. In the table, RC
represents the number of generated role constraints, PC represents the number of generated
permission constraints, and ACC represents the accuracy. We use the same symbols in the rest of
this paper.
The result of Table II is illustrated further in Figure 7. From Table II and Figure 7, we can see that
the role constraints have greater inﬂuence on the accuracy than the permission constraints. That is
mainly because there are more users than permissions in the university2 dataset. Figure 8 shows the
result of no constraints, that is to say, both α and β are equal to 1.0. Figure 8(a) is the original role
set, Figure 8(b) is the result of GO algorithm, and Figure 8(c) is the result of our proposed CCR
algorithm when there are no constraints. We can easily see that all roles except Grader exactly
match the corresponding original role set in the CCR. Nevertheless, in fact, Grader also matches the
original role Grader because it automatically gets the permission of viewGrade_GradeBook from
the role Student. Therefore, all the roles obtained by CCR are exactly matched. Besides, the
permissions of the role Grader are the same as TA in the original role set. In fact, there are only
nine roles in the original role set.
Table II. Number of constraints and accuracy change as the role limits change.
(a) Number of constraints and accuracy as α changes

α = 0.2
α = 0.4
α = 0.6
α = 0.8
α = 1.0

RC

PC

ACC

400
400
85
9
0

5
5
5
5
5

0.3
0.6
0.7
0.8
0.8

PC
10
7
7
5
0

ACC
0.8
0.8
0.8
0.8
0.8

(b) Number of constraints and accuracy as β changes
RC
β = 0.2
9
β = 0.4
9
β = 0.6
9
β = 0.8
9
β = 1.0
9

RC, number of generated role constraints; PC, number of generated permission constraints; ACC, accuracy.

Figure 7. Accuracy change as the role constraint (α) and permission constraint (β).
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Figure 8. The result of cardinality constraints (CCR) under no constraints. (a) Role set generated by graphic
optimization (GO) and (b) role set generated by CCR.

According to Deﬁnition 11, we can get the accuracy of CCR under the condition of no constraints,
which is 7/9 = 77.8%. In the equation, the number of roles exactly matched is seven, the number of
roles that are not matched in the original role set is two, and the number of roles that are not
matched in the generated role set is zero. When the number of cardinality constraints of roles
changes, the roles exactly matched may become not matched. Nevertheless, at least the roles
Undergrad and Student are exactly matched.
Similarly, according to Deﬁnition 11, we can get the accuracy of GO, which is 6/10 = 60%. In the
equation, the number of roles exactly matched is six except Grad. The number of roles that are not
matched in the original role set is two, and the number of roles that are not matched in the
generated role set is one (i.e. Grad). Therefore, our algorithm CCR increases the accuracy by 29.7%
(from 60% to 77.8%).
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5.3.2. Assignment cost. On the dataset university1, Table III shows how the number of constraints
and WSC change as the role constraints upperBound(α) changes when β is equal to 0.9. It also
shows how the number of constraints and WSC change as permission constraints upperBound(β)
changes when α is equal to 0.8. Figure 9 further shows the trend of changes. We can see that the
WSC is about the same with GraphOptimization in [12] when the number of constraints is not too
large.
From Table III and Figure 9, we know that the number of role constraints is larger than the
number of permission constraints when α or β changes in the same range. This is mainly because
there are more users than permissions in the test dataset. That is also the reason why α is equal
to 0.8 when β changes and β is equal to 0.9 when α changes. From Table III and Figure 9, we
can also see that the WSC has little close relation to the role constraints, and the value of WSC
changes little. We can also see that the WSC is less variable on the permission constraints than
the role constraints. That is also mainly because there are more users than permissions in the
dataset. We also see that the WSC is the same magnitude with the GraphOptimization in [11]
whose WSC is equal to 615.
In [14], John et al. only consider the cardinality constraints of roles and propose two algorithms,
RPA and CPA. Hence, we set the parameter of the cardinality constraints of permissions β to 1.0 in
our experiment. That is, we only consider the factor of the cardinality constraints of roles α. We run
CCR on the datasets in Table I, and plot the variation of the number of roles (y-axis) generated by
Table III. Number of constraints and WSC change as the limits change.
(a) Number of constraints and WSC as α changes
RC

PC

R

UA

PA

RH

WSC

158
10
6
1
0

1
1
1
1
1

20
18
18
18
18

493
493
493
493
493

103
64
64
64
64

24
30
31
36
38

640
605
606
611
613

(b) Number of constraints and WSC as β changes
RC
PC
R
β = 0.2
1
11
18
β = 0.4
1
7
18
β = 0.6
1
7
18
β = 0.8
1
5
18
β = 1.0
1
0
18

UA
493
493
493
493
493

PA
64
64
64
64
64

RH
36
36
36
36
36

WSC
611
611
611
611
611

α = 0.2
α = 0.4
α = 0.6
α = 0.8
α = 1.0

WSC, weighted structural complexity; RC, number of generated role constraints; PC, number of generated permission constraints; UA, user-role assignment; PA, permission-role assignment; RH, role hierarchy.

Figure 9. Weighted structural complexity (WSC) changes as the role constraint (α) and permission
constraint (β).
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(a) Number of roles for Healthcare

(b) Number of roles for Firewall2

(c) Number of roles for Domino

(d) Number of roles for EMEA

(e) Number of roles for Firewall1
Figure 10. The number of roles discovered by three different algorithms for (a) Healthcare, (b) Firewall2, (c)
Domino, (d) EMEA, and (e) Firewall1. RPA, role-priority-based algorithm; CPA, coverage of permissionsbased algorithm; CCR, cardinality constraints.

RPA, CPA, and CCR while varying the constraint value (x-axis). The roles discovered by the three
algorithms satisfy the given constraints. The plots are shown in Figure 10(a)–(e).
From these ﬁgures, we can see that the number of roles generated by CCR is the least except the
ﬁrewall2 dataset among these three algorithms. The result of CCR is only one more than CPA on
the ﬁrewall2. Although the RPA decomposes the UPA matrix, it is not the full rank decomposition.
Therefore, the RPA generates lots of roles. Because the CPA generates the initial role set with the
way of FastMiner, and FastMiner enumerates all possible roles, it also generates many roles.
Moreover, the results of CPA and RPA have no role hierarchy. Our algorithm is based on graph
optimization theory, and the initial role set is generated by each user’s permission set. Then, we
update the initial role set based on graph optimization theory. Therefore, the generated roles of CCR
are hierarchical. Because the number of users is limited, our algorithm CCR generates the least role set.
Through the comparison between our algorithm and other role mining algorithms in terms of the
accuracy and WSC, we can see that our algorithm works better under the constraints.

6. CONCLUSIONS AND FUTURE WORK
It is important to take the constraints into account in the RBAC and the process of role mining. In this
paper, we focus on cardinality constraints and analyze the problem of the cardinality constraints of
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roles and permissions. We then formally deﬁne the problem and generate the constraints in the real
world dataset. We present an algorithm to deal with the role mining problem under the two
constraints. The algorithm is based on the graph optimization theory. In the paper, we point out the
problem of the existing approaches in which some roles are found but cannot be assigned to any
user. Our algorithm can ﬁx this problem. We also verify the effectiveness of the proposed algorithm
through experiments. Our future work is to design an algorithm that can solve all cardinality
constraint problems. Besides this, there are different contexts for the constraints in the role mining
process, such as the prerequisite role constraints. We plan to consider these different contexts of
constraints in the role mining study.
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