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Abstract : The trust in distributed environment is uncer-
tan, which is variation for variousfactors. This pgoer intro-
duces TDTM , a modd for time-based dynamic trust. Every
entity in the distribute environment is endowed with a trust-
vector , which figures the trust intensty between this entity
and theothers. Thetrust intendty is dynamic due to the time
and theinter-operation between two entities, a method ispro-
posed to quantify this change based on the mind of ant colony
agorithm and then an agorithmfor the trander of trust rda
tionis d< proposed. Furthermore, this paper andyses the
influence to the trugt intensty among dl entities that is
aroused by the change of trust intensty between the two enti-
ties, and presents an agorithm to resolve the problem. Fna-
ly , we show the process of the trusts change that is aroused
by the time' s lgpse and the inter-operation through an in-
stance.
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0 Introduction

ith the development of Internet-based services and ap-

plications proceeding at unprecedented speed, a mass
goplication systems turn to distributing from centrdizing. A
practical problemis to implement the inter-operation between
the different information sources, how to construct the trust
relationship between entitiesin the complex distributed heter-
ogeneous system that is a chalenge for the researchers. Snce
Marsh!™ hasimported trust research into computer area, trust
mechani sm has received more and more attention because of its
flexibleness and extensghility. Many trust models'®! are pro-
posed in alot of areas such as distributed network , P2P conr
puting, ubiquitous computing'® and autoromous network!™®! .
In the traditiond mode of the trugt reationship, trust was
usualy defined as a Boolean variable!® | that isto say, in the
sesgon of both trugt entities, one trust another entirely, or
absolutely not , there would never be a middle course. For in-
gance, the entity A trustsentity B, but it is hard to tell how
much they trust each other. Therefore, we have to quantify
ther trust intensty, s that we can define the meaning men-
tioned above. It isclamedin thispaper that the trust intengty
between entities is not fixed. In fact, the trust intengty is
varied with the inter-operation and time lgpse.

We propose a new dynamic trust relationship mode that
the trust intengty is thefunction of the time and the inter-op-
eration events. In the modd , the trugt intengty will be de-
scribed by the trust-degree, base on the mind of the ant colony
agorithm. Ant colony agorithmisa kind of Smulated evol u-
tion agorithm based on the research on the ant colony’ s be-
haviorsin the nature. Although sngle ant” s behavior may be
too smple, but colony of these smple ants may behave in a
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complex way and complete intricate tasks. Moreover ,
ants may responds to the change of environment. For ex-
ample, when encountering an obstaclein ther route, ants
can find optima detour route quickly. People find that
ant communicates with each other through so-caled
pheromone matter to collaborate to cover tasks.

As described in ant colony agorithm, when an ant
pased a way , it has|eaved ome pheromone in the way.
When more ants pass the way , the pheromone’ s amount
in the way is stronger and stronger. Adversdy, if there
IS no ants pass the way , the pheromone’ s amount in the
way will reduce dter a while. Colorni and Dorigo
et al'®" proposed the method to formalize the change of
the pheromone. And we think that the trugt intendty is
quite amilar to the pheromone. For example, the fact
that the trust intendgty will increase when two entities
have an inter-operation is smilar to the increase of the
pheromone in a way. Furthermore, as mentioned above,
the condition of the decrease of the pheromoneinawayis
dmilar to that of the reduction of the trust intendty be-
tween entities.

Based on the mentioned above, we propose the
trust-pheromone smilarly. Every inter-operation between
two entitiesin the system can increase ther trust-phero-
mone, and the trust-degree will decrease with time pass
ing by. If the two entities have not communicated with
each other for a lone time, the trust-pheromone will de-
crease correspondingly.

1 TDTM Model

1.1 Entity’s Trust Relation

Definition 1~ Trust-degree describes entity’ s trust
level , it can be represented as pj (1) , its value ranging
between 0 and 1, pj (t) =0 expresses that the entity i
and entity j don’ t trust each other at time t, and pj (1)
=1 expresses that the entity i and entity j trust each
other completely at time t, reversdy.

Deinition 2 Trust-vector notes the trust-degree
between thisentity and others suppose there are nentities
in the distributed environment , and then every entity has
alocal trust vector:

p(® = (p, (), p, (0, ,p(0) (D

This vector is the function for inter-operation event
and time. If entity i and entity j have inter-operation at
time t, then the trust-degree between the two entities
will increase, it asfollows:
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p. () > p(t- 1) )
After a lgpse of interva , the trust-degree between any
two entities will decrease tardily , if they have not any in-
ter-operation in a quite long time, the trust degree will
change to zero, and that is to say the two entities will
have not any trust each other.

When system initidizes, every entities’ loca trust
vector will be confirmed, it is described as pi (0). The
policy we adopted is asfollows:

If the whole distributed syssemis under a CA that is
a hierarchy , and when the two entities under the same
CA, the trust degree between themis 1, reversdy it is
zero.

If the CA configuration is a reticulation, and when
thereisa trugst path between the two entities, the trust
degree between themis 1, reversdy it is zero.

1.2 Description of Dynamic Trust

In order to make the increase and reduce of the dy-
namic trust between two entities numeric, we introduce
trust-pheromone.

Deinition 3  Trust-pheromone describes the base
factor between two entities, letT ; (1) be the trust-phero-
mone between entities i, j at time t. Under the initia
condition, we can set the value of the trust pheromone
between entities by practice case, posshbly, we let the
trust-pheromone equa at the beginning, letT;; (0) = C(C
isacongtant). If the trust-degree between entities pi (0)
=0, thenT; (0) =0.

And we assume thatn; is the trust-trangoarence'®! |
this pgper ddinite that it isthe heuristic information that
aentity trust in another, we stny =1 d;j, dj isthe
di stance between entity i and entity j @ isthe trust infor-
mation’ s weightiness in the path from i to j,B is the
weight of heurigtic information(whoseinitia vaueis base
the actua case) .

Acoording the pheromone’ s expressonsin ant colo-
ny dgorithm °%% | at time t, the trust-degree between
entitiesis defined as:

o (O ()M P/ eru(t)l“mu]“], i # ]

)
If there is no inter-operation between entities, the
strength of trust-pheromone between two entities will de-
crease tardly, let 1-p be the diluteness of trust-phero-
mone intengty, and Ot ; be the addtiond trust-phero-
mone intengty at each inter-operation between entities.
Ti(t+n =pTy (1) +0T (4)
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Where;
-1
-1 1’
1-T5 (1Y) (5)
if entities i, j interoperation at time t
0, otherwise
1.3 Transfer of Trust Relation
Acoording to determinate theory , we can define the
trander of entities trust-pheromone as:
Tiiv2() =Tiiva () XTisgiva (1) (6)
And if the trust-pheromone which is received
through trust trander larger than the entities’ directs
trust-pheromone, for ingance, at some time t, if
Tiisr () XTivn,i+2 (1) >Tii+2 (1) , then we change the
value of the entities direct trust-pheromone:
Tiien () XTisenie2(1).
1.4 Calculation of Trust-Pheromone
We can describe the relationship of the entities trust
as an undrected graph; each entity is a vertex in the
graph, the edges between two vertexes represents that
there istrug relationship between the two entities, and the
weight of the edge represents the trust-pheromone between
the entities, 0 we can use a matrix to describe the graph.
Arhitrary two entities trust-pheromone can be recaved by
two means: thefirgt isthe weight of the edge between two
vertexes, which notes as v; the other istheindrect we ght
of the dmple path which from one entity to another. We
assume there are npaths exist between entity i and j , the
length of the smplepathis Ik, k [1,n], the waght of an
edgein the path is v;j. Based the trander relationship of
trust-pheromone above , we can get that each smple path’ s
weight between two entitiesis:

llk_|Vi,j, k [1,n]

Hnaly, the two vertexes practical trust-pheromone

a; =

max(v, ﬂVi,j) k [1,]’1] (7)

We can set avaue Rfor the trust-degree’ s ddimiter
tion, which show whether the entities can vaidate ther
certificate. If pj (f) > R, that denotesthe entity i, j have
enough trust-degree, 9 they can validate ther certificate
each other , not otherwise.

2 The Update of Trust-Pheromone

As mentioned above, the trus-pheromone are in-
1464

congtant because the time lgpse and the inter-operation
between entities. S, this reflect in the undirected grgph
isthat the change of weight between two entities i, j will
arose the change of weght between two spedficaly enti-
ties, which have a path from one to another pass entity i
and j. S, we mugt adjust the weghts of the whole ed-
ges adapt to the variety.

2.1 Algorithm Description

This agorithm describes the update of trust-degree
when the trust-pheromones between entities v and s
change at some time. When these changes happen, we
have to modify trust-pheromones between every two enti-
tieswhile there is a path passes the entities v and sfrom
the one entity to the other.

An update method based DFS agorithm is proposed
inthispaper. Frs of al, deep first transverse from the
node v , find al pathfrom v to w:pi( v, v Sp).
Obvioudy , if addingtheedge i, » to pi, wecan get
adrde Swhich containtheedge i, v , Sis described
asS: vi,s, &, w,wu. St variable W as the product of
al edges weights, Vs s as the weght of two arbitrary
adioining nodes s, s, the actua weight between two
nodesis:

Py.s (0 = max (Vs.s ,\W/Vs.s) (8)
The update agorithm is asfollows:

i) Work out the aggregate H contan al drdes
whichpasstheedge v, s, H= (S, &, ,S), his
the number of the drcles.

i) Foreachdrde S v, w (i [1,h]),according
formula (8) ,update every edge’ s weight init.

The particular steps are as dgorithm 1 shows:

Algorithm 1 The dgorithm of updating trust-pher-
omone.

Fnd dl smple pathsfrom v to saccording DFS
agorithm;

Let each path be a crcle through adding a edge

v, S ;

Cdlculate variable W as the product of al edges
weghtsinadrdein turn;

For each two direct adoin entities s, s in each
drde, caculate the trust-degree from trugt trander
through the other edgesin thedrdes s () = W/ Vs s ;

fTs.s (1) islarger than the direct trus-degree
for the adjoin entities, then set V5.5 =Ts.s (1) ,otherwise
not change.

Cdculate trust-soore between esch par entities
according thisformula:

TANG Zhuo et d: Time-Based Dynamic Trust Model Using



Pe() = Tw() Ml er»s(o]“m»s]“]

2.2 Complexity Analysis

The description above manifest that the agorithm’ s
complexity is materidized in the update of the trust-de-
gree, because this pgper adopts locd trust-vector to de-
cribe the trust- degree between adjoin entities, s we can
figure the dl trust-vectors usng an adjoin table. We can
get the conduson that the complexity of the dgorithmis
O(rf) through the anayss to the steps of the agorithm
and the DFS dgorithm.

Proposition 1 The complexity of the agorithm for
the update of the trust-pheromoneiis O(rf).

Prodf Based on the mention above, when calculat-
ing al paths between two nodes, the complexity of find-
ing one entity’ sadjoin nodesis O(8 , eis the number of
the edges. Thus, the complexity when caculating al
paths between the two entitiesis O(n+ 6 , nisthe num-
ber of the system’ sentities. Snce each trust-vector’ s di-
mengonis n, actualy, eis O(rf) quantitativdly , o the
complexity of stlep is O(rf) ,in tep  for each dr-
cle, cdculating the product of al edges weghts, the
complexity is O(rf) , other steps complexitiesare O(n) .
Thusit can be seen that the complexity of the algorithm
isO(rf).

3 Examples

We assume that there are four entitiesin a distribu-
ted environment , the value of various parametersis set
as:0=1.0,=5.0,p=0.9, n=4,7;(0) =100, the
initial undirected grgphisas Hg. 1.

Fig.1 The initial undirected graph

From this grgoh, we can get theinitial adjoin matrix
1 02 0 O
0.2 1 0.1 0
M=o 01 1 0
0.5 07 0 1
According the trander of trust relation agorithm,
the initia undirected graph hasto be adjusted. For exanr
ple, there are two Smple paths between the entities A
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and C: ABC, ADBC. We can cdculate each smple path’
s weight according formula (6) , then the trust-degree
between A and C must to be updated as: max (0. 02,
0.035) =0.035. And we can adust the other edges’
weight amilarly. Cenerdly , we can use the adjoin matrix
M to depict this Sate.
1 0.2 0035 0.5
M, = 02 1 01 0.7
0.035 0.1 1 0.07
0.5 0.7 007 1
The dement in the row i and column j denotes the trust-
pheromoneT ;; (0) between the entities i and |.

Asthis pgper stated above, we can anayze that the
trust-pheromone various follow the change of time and
the inter-operation event in thisingtance. If there are no
inter-operation, the trust-pheromone between arhitrary
entities will decrease dter a time unit t, due to the pa
rameterp =0.9. This gtuation can be formdized as the
mat rix

1 0.18 0.0315 0.45
0.18 1 0.09 0.63
0.0315 0.09 1 0.0
0.45 0.63 0.063 1

It doesn’ t need to adjust the trust-degree due to the
trander of trust.

If an inter-operation isfound at time 2t between en-
tities A and B, according formulas (4) and (5) ,

Tas(20) =@ s (1) +@ 48
-1
0.9x0.18 + o
1-0.18
= 0.162 +0.45 = 0.612

Now we can found al drdes which have an edge
pass A, B: ACBA, ACDBA , ADBA , according the d-
gorithm of the trust-pheromone’ s update, the updated
matrix of trust-pheromoneis:

1 0.612 0.055 0.45
0.612 1 0.09 0.63
0.055 0.09 1 0.0
0.45 0.63 0.063 1

Fndly, acoording formula (3) , we can get the
trust-degree matrix at time 2t:

1 032 0029 0.23
0.322 1 0.047 0.33
0.029 0.047 1 0.03
0.237 0.332 0.033 1
The matrix Ms shows the trugt relation among the
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Ms = [0 ()] =

Ms = [T5(20)] =

Ms = [pi(20)] =



four entities. For example, the pi2 (2t) =0.322, it re-
present that the trust degree between entities A and B is
0.322 at time 2t. Obvioudy, the row vectors are loca
trust-vectors of the entities, the first row vector is (1,
0.322,0.029, 0.237) , that is to say the trust degree
between entity A and othersare 0.322, 0.029 and 0. 237
regpectively.

4 Conclusion

The uncertainty and the heterogenety of distributed
systems are the ultimate chalenges for the found of the
trust among the entities. Thispaper presents a mode for
time-based dynamic trust based the mind of ant colony a-
gorithm. The mode indicates that the trust is the func
tion of the time and the inter-operation event. We can
quantify the rea-time trust relationship through this
model. And the modd can adjust the global trust-phero-
monein timefor the change of theloca trust-pheromone.
Based on the results presented in the previous section,
this pgoer shows the progress of the trust between enti-
ties through an ingtance at lagt.

We bdlieve that this mode can be viewed as a bass
for severd extendons. For example, this paper supposes
that al inter-operations are success ul , and it doesn’ t re-
fer the case that the inter-operation is faled among the
entities. We plan to extend TDTM and make it include
the analyss of the aborted inter-operation. Another inmr
portant future work is the gpplications of the modd in
trust manage.
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